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Privacy Enhancing Technologies in Telecommunications

1
Introduction

The global information and communications picture for the 21st Century is gaining shape. The reorganization and liberalization of telecommunications in Germany will be complete by the end of 1997. Those involved with the booming telecommunications market are now ready to fight for their market share in hard competition. The “players”, or rather “those involved”, are all those who use the telephone, television or fax machines, send letters, texts and documents via data lines or make use of telebanking or teleshopping. Modern telecommunications mean that all users are leaving more and more electronic tracks without knowing what data are stored where, for how long or for what purpose. With the data tracks, the risk of misuse is growing, as well as the risk of telecommunications data being collated to produce complex personality profiles.

As stated by the German Federal Government in their initiative “Info 2000 - Germany’s route to the information society”, the statement “consistent data protection is among the central acceptance criteria for the information society” is a basic fact and promise of action. Previous security rules are inadequate to satisfy this promise. Until now, priority has been given to the integrity, availability and confidentiality of data for the protection of manufac​turers and operators of information and communications technology. In future, the protection of personal data relating to individuals, and thus the protection of information determined by individuals must be in the foreground. This must be done even at the design stage and during development of technical systems. In doing so, the aim must be data avoidance and, if this is impossible, a high level of economy in the use of data. Terms such as anonymisation and pseudonyms will become increasingly important for communications security.

We should welcome the fact that not only the Contract by the States media services agreement but also the Federal German Teleservice Data Protection Act have standardized the principle of data avoidance. Thus, in future, the form and selection of technical facilities will be directed at the aim of collecting, processing and using no personal data, or as little as possible. Other important principles cover the necessity to ensure that the anonymity of users is protected as far as possible and, where personal data have to be collected and used for contractual purposes, this may be done only strictly within the limits of the purpose of the contract. Apart from this, it will be necessary to ensure, to protect personal data, that suitable technical measures prevent unauthorized access to such data. These important data protection principles must also be included in the general Telecommunications legislation.

This working paper attempts to define criteria for privacy enhancing technology, describing the personal data that occur in various telecommunications services and providing assistance with the assessment of new telecommunications solutions. Obviously, technologies convenient for data protection are already available in the field of telecommunications. The illustration of solution options is deliberately limited to examples of data avoidance and data reduction. For example, the most important security procedure to ensure confidentiality - encryption - is only mentioned, but not described in detail. Likewise, no particular attention is paid to providers of higher-level services (beyond layer 5 in the ISO model).

The working paper was produced by the working groups for “Technical and organisational aspects of data protection” and “media” from the Standing Conference of Data Protection Authorities in Federal Germany and its States. It is intended as an orientation aid for data protection authorities and those responsible for system decisions. It also applies to manufacturers of telecommunications systems, to network operators and to telecommunications service providers and requires them to develop and provide solutions that are as anonymous as possible, or at least save data. In addition, it can be used as information by members of the public who are concerned about data protection.

The working paper is based on the public state of the art in spring of 1997 and does not claim to be complete. For example, it has not been possible to produce some parts of the report to the desirable depth since a number of the manufacturers and service providers spoken to have not supplied the requested information, or have not supplied it in sufficient detail. It is envisaged that the working paper will be updated in response to new knowledge, develop​ments and experience. Proposals for changes and additions will be happily accepted.

2   Models and Criteria

2.1   Telecommunications Data Model

In the following investigation, telecommunications data are split on the basis of their (poten​tial) dynamism and purpose. In doing so, it has been accepted that the terms used in legal regulations (e.g. §§ 4 - 6 Telecommunications Service Company Data Protection Order [TDSV], § 3 Telecommunications Act [TKG]) are used and defined somewhat differently. For example, the definition of call data in § 5 TDSV also includes data which are processed without the subscriber having any intent to set up a telecommunications link and without a link being formed. In this document, such data are covered by the term call preparation data. In addition, § 6 TDSV does not contain any definition of payment data; instead of this, it is presupposed that the call data in the sense of TDSV, that is to say still including call preparation data, must be used to calculate such data.

This working paper is based on the following breakdown of telecommunications data. The examples of data types are in this case used for explanation. It is not necessary for existing and planned telecommunications systems to include all data types or all the example data.

Content data

Content data are data transmitted for the purpose of the telecommunications link. Content data are always transmitted in a specific coding. The coding process itself (e.g. filtering with a bandpass filter, modulation, digitization) is to some extent a network service. Content data may therefore relate only to the nature of the communication (voice, data, brief information [Pagers]). It is necessary to distinguish whether this is an analogue or a digital transmission and whether a service-related call (FAX, mail, Internet, etc.) or a transparent trans​mission to predetermined partners is being used (Datex-P, ISDN, permanent satellite link etc.). For use, it is important whether the transmitted data are buffered, checked or processed in any other way.

Context data

Context data means data used for the purposes of telecommunication, but which differ from the content data. A distinction is drawn between static and dynamic context data. Static context data are the classical inventory data, that is to say those data items which scarcely ever change and relate to the contract relationship between the customer and the telecommuni​cations service provider. The term dynamic context data covers the context data which change over time not only in exceptional circumstances.

Inventory data

The content of the above definition of inventory data corresponds to that in § 4 TDSV. To some extent, this type of data in digital networks allows conclusions to be drawn about the terminals used (e.g. from the statement relating to the types of service that can be used) and the usage structure (e.g. chosen tariff model). The inventory data are based on information from the application forms and questionnaires:

•
Information about a subscriber or about a call partner

(Mrs. / Mr. / Company; surname; first name; road, house number, post code, area; telephone number; mail address; identity card number, passport number, registration certificate; matriculation certificate (for student tariff); data of birth; nationality)

•
Contract conditions

(Contract periods; tariff type; access type; technical requirements; contractual services; support; maintenance; types of payment [e.g. credit card]; financial institute; bank sort code; account number; billing mode)

•
Special features

(Additional services; type of connection; services, preferred telephone numbers)

•
Technical inventory data

relating to standards used

profiles (approved connection types and service features)

authentication data

Traffic data

Traffic data are data used by the telecommunications service provider to allow him to supervise the network. It should be noted here that traffic data do not need to be personal. The telecommunications service provider needs only utilization data for the various network resources. Since resources are also required to process call preparation data, such data can also be compressed to provide traffic data. Traffic data cannot contain more information than call data and call preparation data. Traffic data may include:



(
Status signalling:
overload, normal, no operation


(
Fault report:
failure, defects, warning messages, unacceptable features



(
Utilization details:
time profile, frequency, extent


(
Subscriber characteristics:
type of transmission, telephone numbers, times, sequence



(
Call quality details:
bit error rates and, for radio links, field strengths

Such data may be required by various communications areas (switching components, network accesses, communications routes, terminals, communication partners).

Payment data

Payment data are data which reflect the resource utilization by individual subscribers based on specific rules. They are derived from call data or inventory data. It is also possible for call preparation data to be processed to produce payment data. Payment data are changed to a greater extent than traffic data. They cannot contain any more information than call data, call preparation data and inventory data. Payment data can be collated from this information.


(
Call data:
subscriber identification, number of calls, duration of calls, times, impulse, volume


(
Call preparation data:
location, authorization, subscriber characteristics, signalling, options for information and storage


(
Inventory data:
call partners, contract conditions, payment modes and special features.

Call data

Call data relates exclusively to data used for setting up, maintaining and clearing calls that have actually been set up. This includes, in particular, signalling data which is used for the said purposes as well as data relating to the chosen routes. Where the location in a network is used for routing, the corresponding localization data processed with regard to the call are likewise call data.

Call data may include:

•
Version and set identification,

•
Telecommunications account number (number of the calling extension), identification of the calling subscriber,

•
Destination telephone number, identification of the called subscriber,

•
Card number and location identification (when telephone cards are used),

•
Radio cell or other localization information for mobile radio subscribers,

•
Data and time of the start and end of the call,

•
Conversation duration,

•
Communications protocol used (e.g. 1TR6),

•
Service identification (voice, data, fax, ...),

•
Service features (particularly the type of service used, e.g. voice telephone),

•
Transaction identification (e.g. service change within a call),

•
Type of call (incoming, outgoing, emergency call),

•
Additional services,

•
Meters for messages transmitted (in the D channel) between the two subscribers,

•
Tariff identification,

•
Data volume.

Call preparation data

Call preparation data covers data which are processed to ensure that a telecommunica​tions subscriber can be accessed without telecommunications links actually having to be set up. Such data are potentially particularly dynamic since they may also be subject to changes in the periods in which the telecommunications subscriber is not producing or allowing any calls. Call preparation data may include, for example, localization data and data relating to present accessibility, such as call diversions, answering machine/ fax box/mail box states, accessibility to specific persons only etc. The contents of call preparation data are composed of the following information:

•
Terminal identification,

•
Authentication code,

•
Service request,

•
Accessibility of the sender/recipient (e.g. after “logging on”),

•
Routing/diversion,

•
Control of network transitions,

•
Localization.

In many cases, subsets of data from the classification described above are stored at various points involved with the telecommunication. Various distribution models are conceivable for this purpose. Constellations covering a number of network operators and switching centres are particularly problematic. Particularly for telecommunications customers, this is generally not transparent, i.e. not visible.

2.2   Data minimisation model - Elements of anonymous use

Traditionally, criteria relating to security in information technology do not include any mechanisms used for data avoidance or to reduce personal data in the processing procedure. The classical view is that the nature and scope of personal data to be processed are predetermined and cannot be varied by the system authorities. However, concepts have now been worked out which reflect data protection requirements that can be made more general from the technical point of view. Most lists of criteria for technical data protection result from a system viewpoint which also includes those affected (“overall system”). In this context, it is worth defining a suitable interface at which communication takes place between the person affected and the actual system (“core system”). It would then be necessary to consider communication between the person affected and the system as well as the data processing within the system. Such an analysis shows that the person affected may be presented to the system in various - possibly nonpersonal - ways. With regard to the personal nature of the data input to the core system “from the outside” and the modifications carried out to these data in the core system, it is therefore possible to set up a model which contains criteria that describe the level of anonymous usage capability and are arranged on the basis of decreasing data minimisation level.

Data avoidance

No personal data enter the core system. The person affected can also not reidentify his own tracks in the system.

User-monitored pseudonyms

The person affected generates his own transaction pseudonyms which can be reidentified only by himself.  The three features of self-generation, reidentification only by the person affected, and transaction-oriented pseudonym generation (i.e.: a new pseudonym for each trans​action) are constitutive. It follows from this that such use of pseudonyms must be carried out before entry to the core system. If, in addition, only one of the above features is dispensed with, then the level of data minimisation in such use of pseudonyms, even if this is done in advance, may be classified just in the same way as any “other use of pseudonyms” (see below).

Anonymisation

This means a recovery-resistant procedure which modifies personal data once it has arrived in the core system, in such a manner that the data no longer include any personal reference. If any deviation is made from these (hard) criteria, the protection to be expected is no better than by “other use of pseudonyms”. Such a deviation is possible by means of any of the faults quoted in this paragraph. The definition of anonymisation quoted here corresponds to the conventional understanding of this term.

Other use of pseudonyms

If the application of pseudonyms does not take place until within the system, then reidenti​fication may be successful, depending on the following factors:

•
The person affected can be identified because the number of subscribers is small.

•
A number of transactions by the same person affected can be linked together.

•
The timing of the use of pseudonyms may be chosen too late; this would be the case if the use of pseudonyms were not adopted until after the risky procedure steps in terms of data protection relevance had been carried out.

•
In addition, the use of pseudonyms could be defective or could subsequently be removed from the system. (This affects the integrity and the recovery resistance.)

With regard to the level of data minimisation, other use of pseudonyms virtually forms a trap for all pseudonym allocation forms which do not satisfy the requirements quoted above for “user-monitored use of pseudonyms”.

Confidentiality protection

If, for certain reasons, none of the methods complying with the above data minimisation criteria can be used, all that remains is the “classical” confidentiality protection of the remaining personal data. This last security level is required, in particular, for reference pseudonyms and one-way pseudonyms; in this case, reference lists and codes of parameterized one-way functions must be protected.

This classification into 5 categories may not, however, be regarded as a strict arrangement. It depends very heavily on the implementation of individual principles, that is to say the quality of their implementation. For example, a “strong” implementation of subsequent use of pseudonyms is generally more convenient for data protection than “weak” implementation of anonymisation; e.g. the early allocation within the core system of short-term pseudonyms may result in fewer limitations on the rights of those affected than anonymisation which does not take place until after a year. However, for any given conditions, anonymisation must be preferred to other use of pseudonyms.

2.3   Assessment scheme for anonymous use of telecommunications systems

The telecommunications data model and the data minimisation model may be combined to provide an assessment aid for existing and planned telecommunications systems. To use the data minimisation model, a suitable interface must be chosen between the person affected and the system. The core system is in this case delineated such that the interface separates two different “trust areas”. Irrespective of the physical connection, a logic, virtual link is produced to the subscriber/terminal. Important tests, such as the authentication of the subscriber (or of the terminal) and certain authorization tests etc. are carried out at the interface. As a rule, the results of these tests are then not rechecked within the trust area. Since the delineation between the “core” and the “overall” system is of a logical nature, parts of the trust area of the subscriber could be physically localized by the operator of the telecommunications system. Conversely, parts of the network operator’s trust area could also be formed by the user, e.g. the user could form the network operator’s local billing boxes. Based on the breakdown of an (overall) telecommunications system into

subscriber - terminal - telecommunications network

the two first elements can be allocated to the area of the person affected, and the last element can be allocated to the area of the core system. The interface therefore occurs between the terminal and the actual telecommunications network. In a hard-wired network, the connecting socket is the defined interface. For mobile and satellite radio, the (first) radio transmission path is the interface.

The breakdown described above can also be used for other data communication. For example, in the X.25 packet switching service, the interface is the junction between the data terminal equipment (DTE) and the data connecting equipment (DCE). This split can also be applied to telecommunications systems which operate on higher ISO layers. For example, an Internet provider who allows Internet access via dialled connections can automatically check, when access is made to the POP mail server, whether access authorization exists - irrespective of the type of call (e.g. PPP directly to the provider or via a TCP link from another computer). The mail server is therefore the interface in this case.

The following matrix allows systems to be assessed by determining the level of anonymous use achieved for each type of data (see the example in Annex 7). The further the assessment is to the left in the table, the more convenient for data protection is this profile. If the assessments for all types of data are in the first column, then this is the ideal case for anonymous use.


Data avoidance
User-monitored pseudonyms
Anonymisation
Other use of pseudonyms
Confidentiality protection

Inventory data






Traffic data






Payment data






Call data






Call preparation data






The column headings result directly from the data minimisation model. The row markings follow the telecommunications data model. The content data have not been added, since the trans​ferred content is not influenced directly by the form of the telecommunications system, except for coding and encryption. To this extent, only confidentiality protection could be assessed for the content data.

The result is a “data minimisation profile”. If the matrix is used as a planning aid, various profiles may be obtained for a system, depending on the implementation. In addition, in some circum​stances it is possible to achieve improvements in one type of data, at the expense of another.

The methodology described above can be applied just as well to line-switching and packet-switching services.

3   Telecommunications data in networks and media

3.1   Relationship between context data and use

Based on the definition in Section 2.1, context data are used not only for correct sequencing for communication, but also for the creation and monitoring of the networks and invoices. The nature and extent of data collection, and its distribution and evaluation, are governed by the respective network operators.
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A precondition for the use of a telecommunications network is the provision of the appropriate resources by the network operators. To do this, it is normally necessary to conclude a contract relationship and, as a consequence of this, to store inventory data.

Before a communications link can be set up between the subscribers in a telecommunications network, functions are carried out to provide initial checks on the capability for communication. To do this, call preparation data are required, which may relate to authorizations, identifications and accessibility as well as to initial technical tests on the link. These data may be stored in the active communications components of the network engineering or else, if required, may be collated over the entire network.

When a link is produced, call data are produced for setting up, maintenance and clearing, and these call data must be interchanged by all those involved, and between them, irrespective of the content data and the inventory data, in order that correct communication may occur. In this process, it is possible to use call preparation data, so that they represent a subset of the call data.

In order to produce invoices, payment data are determined from the call preparation data and call data. These are combined with the data required from the inventory data and are correlated as required to meet the requirements of the customers or of the service provider.

Traffic data are collected by the telecommunications service providers for network super​vision. The traffic data show the utilization of network resources. The data are formed from the transmission procedures and protocols, by means of a dedicated information interchange between the technical equipment required to operate the telecommunications service. Depending on the means used, these data are available at various points, or else at a central point.

3.2   Integrated Services Digital Network (ISDN)

The ISDN (Integrated Services Digital Network) is a network for transparent transmission of any required data. The content data are transmitted via so-called basic access channels (B channels), each having a transmission rate of 64 kbit/s.

The links are produced via switching devices which communicate with one another, the so‑called switched network nodes (SNN). The SNN has both digital connections (ISDN accesses) and analogue connections (ANIS).

The link is set up and controlled via a signalling channel (D-channel) which, for the ISDN basic access, uses the time-division multiplex method via the same two-wire copper line as the B-channels. The signalling channels form a dedicated logic network, in which one signalling channel can transmit the control messages for a number of B-channels. By keeping the signalling separate from the content data it is possible, for example, to signal a request to make a call to a third party even while a call is being made to another subscriber, the telephone number and, possibly, other information relating to the third party being indicated on a display. The conventions for transmission of control information in ISDN are defined in the so-called D‑channel protocol, which covers the three lower layers of the ISO reference model. In addition to the German variant (1TR6), the ISDN operated by German Telekom, also supports the European D-channel standard EDSS1 (European Digital Subscriber Signalling System Number One).

When setting up a call from one of the A-subscriber’s (caller’s) digital terminals, this terminal transmits a Setup protocol data unit (PDU) via the D-channel to the SNN to which the A-subscriber is connected (A-SNN). The A-SNN connects - together with the other SNN involved - a D-channel to the dialled B-terminal. If the B-terminal is free, the call request (the Setup PDU) is signalled to it and a B-channel is connected, on which the subscribers can transmit data transparently.

All the source and destination telephone numbers as well as other - service-related - call control data are stored in all the SNNs involved for the duration of the call and for call attempts. If the call control data are transmitted to the B-subscriber’s terminal, they can be further-processed by this terminal even if no link is set up, for example because the available B-channels were busy. The A-telephone number is not transmitted by the B-SNN to the B-subscriber if the A-subscriber has not included telephone number display for his connection.

Additional call preparation data and call data are produced in the SNN when certain ISDN facilities are used. For example, for call diversion, the telephone number of the diversion destination is stored. For lock-in circuits, the call data relating to the A-subscriber who has set up a call are stored in the B-SNN.

For every successful call, at least one communication data record is produced in the SNN responsible for the A-subscriber. If a change in service takes place during an existing call, another data record is set up. If no call takes place, no communication data record is set up and the call preparation data are erased.

The communication data record contains the following information

•
Version and record identification,

•
Telecommunications account number (number of the calling connection),

•
Destination telephone number,

•
Date and time of the start and end of the call,

•
Conversation duration,

•
Communications protocol used (e.g. 1TR6),

•
Facility (in particular the nature of the service used, e.g. voice telephone),

•
Transaction identification (e.g. service change during a call),

•
Tariff identification,

•
Meter for messages transmitted between two subscribers on the D‑channel.

One special feature is calls which are made using telephone cards. The data record for such calls also includes the respective location identifications of the card telephones.

The communication data records are stored in relational databases in the SNNs. The software used for communication data acquisition includes, as standard, modules for basic total payment, call number abbreviation and allocation to tariff and time zones. Thus, for billing purposes or for traffic measurements, there is no technical necessity to store all the communi​cation data in the SNNs. The individual items could be aggregated or shortened as appropriate at the latest when the data are formatted.

The communication data records (CDR) are transmitted at least once a day, using file transfer, to a specific German Telekom computer centre; they are therefore stored for a maximum of 24 hours in the A-SNN.

The CDR, which can be processed, are used to calculate the call charges daily in the computer centre and are stored - on the basis of the telecommunications account number and the services used - in an accumulated charge store. Once a month, the contents of the charge store are sent, by file transfer or on magnetic tape, to the computer centres responsible for producing and despatching the telephone bill. Immediately after calculating the payments, the CDRs - depending on the customer’s wishes (TDSV § 6 Clause 4) - are either erased, are shortened by the last three digits of the called numbers, or are stored completely for a further period of at least 80 days. The storage period of 80 days is used if the CDR has been produced, transmitted by the A-SNN and invoiced on the day before sending the charge store. CDR which have been produced at the start of the current billing period are stored for a maximum of 80 plus x days, where x may be up to 30 days (one billing cycle). This corresponds to the rules in TDSV § 6 Clause 3 (see Figure).
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CDRs which cannot be processed, e.g. if there are implausible features in the inventory data, are stored in the “residue file” and are passed to a new processing cycle. This is in the hope that, after addition to or correction of the inventory data, another attempt can be made after 120 days to ascribe the payment to a valid telecommunications account number. Data records which still cannot be processed after this time are moved to another file (residue of the residue file). In the past, Telekom erased the residue of the residue file after a reasonable period, without considering the data records.

3.3   X.25 services

In packet switching networks to the CCITT X.25 Standard (this includes the most important German service, Datex‑P operated by Deutsche Telekom AG) there are no line connections between the subscribers; instead of this, virtual connections are used, i.e. the data packets can be sent from the sender to the recipient by different routes.

Deutsche Telekom use the ISDN infrastructure to handle some of the Datex-P service (for example, ISDN and X.25 functionalities are coupled in the S12 switching system; Datex‑P may be accessed via the ISDN B‑ and D‑channels).

X.25 networks may be administered in various ways. The Deutsche Telekom Datex‑P service is administered centrally from a data network control centre (DNCC). In addition to charge data, network system and statistical data are collected and evaluated continuously here. The DNCC tasks include maintenance of subscriber identifications and access data. First of all, the data are collected in data banks without being sorted and without any direct reference to the subscriber. In addition, no subscriber communication profiles can be produced without additional technical measures.

There are various ways to invoice X.25 services. The method used for Datex‑P is described here by way of example. Whenever a call is made, a charge data record is produced in the X.25 switching centre, and is passed to the DNCC at the end of the call. The charge data records are initially stored chronologically, are then sorted by a central host data computer on the basis of telephone numbers or identifications (for DATEX‑P20) and are linked to the subscriber inventory data (name and address) in the Telekom charge computer centres.

3.4   Broadband communication

Overview

Based on general technical use of the term, broadband communication covers those communi​cations links which require at least the same transmission rate as is also needed to transmit a video image in real time (2 Mbit/s). In this case, it is assumed that all broadband transmission facilities in the broadband ISDN will in future be based on ATM technology. ATM includes all the applications for switched broadband communication.

For more detailed analysis, distributed broadband communication (cable television) should also be mentioned, together with its further developments and a number of significant special uses for this medium.

Creation of telecommunications data

For conventional cable television, only static context data, that is to say the inventory data such as the customer’s name, address and banking details as well as the charge data, which in fact are continuously linked to the inventory data, are stored by the network operators. The same data may also occur, independently of the network operator, when encrypted channels (premium channels) are used.

When digital television programmes (pay-per-view) are used, dynamic payment data are created, depending on the method used, and these are suitable for the creation of media utilization profiles (cf. Decision regarding “data protection in the switching and billing of digital television programmes” at the 52th Conference of Data Protection Authorities for Federal Germany and the States and the preparatory Annex from AK Media).

With the existing coaxial copper cables, the physical bandwidth limitation and the risk of interference with other telecommunications systems initially restricted the development of special applications. Nevertheless, various projects were carried out in the past using different sections of the existing network for remote control and remote measurement applications, video transmission, telephony and other telecommunications facilities (back-channel techniques).

The use of such services may involve additional data which, depending on the application, may cover the entire spectrum of the data model and thus require its own arrangement.

Further development

The future development of broadband communication is currently difficult to assess since the extent and development of new technologies are heavily dependent on the requirements and demand. One possible version may be in the form of large-area use of broadband communica​tion based on glass-fibre technologies. This will make it possible to avoid costly reequipment of existing coaxial networks, and all the digital techniques for a comprehensive range of services will be available to the network operator. However, in this case, no new telecommu​nication structures would be involved and the system could be included in the existing data model on the basis of previous analyses.

3.5   ATM

ATM stands for Asynchronous Transfer Mode and is the technique on which broadband ISDN (B-ISDN) is based. Options for use include, for example, high-speed data transmission, video telephones, video conferences, cable TV transmission (CATV), live and real-time applications as well as combined services. At the moment, ATM offers the relatively high transmission rate of 155 Mbit/s, and upgrades to 622 Mbit/s and 2.5 Gbit/s are planned. The ATM method adapts itself flexibly to the bandwidth to be transmitted. Data from various services can be carried at the same time via one link to different destinations, e.g. for multi​media applications.

Since 1994, network gateways have been set up to other high-speed networks for connection​less and connection-oriented services; network gateways to the Euro-ISDN and DATEX‑P are being planned. ATM is generally implemented using hard-wide networks, but ATM radio-link systems also exist.

ATM, reliability and security

ATM does not ensure reliable transmission. There is no section-based error protection, just check sums using the header information. In the same way, there is no section-based flow control which could allow a new route to be selected if certain sections were overloaded. The extent of communication data is similar to that for ISDN.

With regard to “Authentication”, “Confidentiality”, “Data Integrity” and “Access Control”, the Technical Committee of the ATM Forum are currently working on a “Security Specification”, a draft of which is available (“Phase I ATM Security Specification (Draft)”, ATM Forum BTD Security 01.02, April 1997). One aim is, for example, encryption for transmission at the level of the cell flow (alternative header and wanted data encryption or only wanted data encryp​tion) or at the level of the virtual channel (end-to-end encryption of wanted data). Because of the high speed, rapid encryption is also required, with the capability for rapid key changing.

In the switching centres, telecommunications data may be, for example, monitored, copied or diverted. For the user, the chosen route for the cells through the ATM network has not until now been transparent or variable. For example, the user cannot insist on a route via switching centres for his confidential items, or explicitly exclude certain switching centres.

3.6   Cellular mobile radio networks

Mobile radio networks are telecommunications  networks supporting wire-free communication between mobile stations (subscribers) and gateways to fixed stations (networks). Nowadays, they are used for various purposes (e.g. voice, data, brief messages, radio paging). A common feature of all the networks is the use of electromagnetic waves for signal transmission.

The essential feature of mobile radio networks is a network technology that allows automatic switching, charge recording and access to the public telephone network.

Modular, large-area networks have a cellular structure. The principle is that the region to be supplied is split into a large number of small cells. A fixed radio station is installed as the base station in each cell. A number of base stations are connected to the public telecommunications network via a radio switching centre (MSC = Mobile Switching Centre). The controller of the network has to ensure that the system always knows the cell in which the mobile subscriber is located. The data interchange between the individual MSCs required to do this is carried out via landline networks.

The C‑network has been in use in Germany since 1986. This network is a cellular network operating in the 450 MHz frequency band, but still using analogue voice transmission. In the C‑network, any mobile subscriber can be accessed automatically using a standard access code number 0161 followed by a seven-digit telephone number.

The digital GSM networks (Global System Mobile) represent another stage in the develop​ment of mobile communication. The GSM networks introduced in Germany are the Telekom D1 and Mannesman D2 mobile radio networks. Another mobile radio network has been set up with the GSM1800 E-plus network from Thyssen.

Access codes:


D1 network


Deutsche Telekom MobilNet GmbH

0171


D2 network


Mannesmann Mobilfunk GmbH

0172


E-plus network

E-Plus Mobilfunk GmbH


0177


E2 network (from 1998)
VIAG Interkom



0175

The Modacom mobile data communications system supports data transmission in the packet mode. The interface to line-based subscribers and to host computers (data banks) is provided by the Telekom Datex‑P public data packet network. The X.25 protocol is used for switching and transmission of data packets in the Datex‑P network. Since the conditions in radio networks differ from those in landline networks, different transmission and switching protocols also have to be used. Modacom operates using the RD-LAP (Radio Data Link Access Protocol). RD-LAP is a manufacturer-specific protocol from Motorola, the supplier of the Modacom infrastructure.

The system architecture and the network components required for it are very similar to the layout of cellular mobile communications systems for voice transmission.
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In general, the individual data items are stored in the same manner in the various mobile radio networks. As stated in the description of the contents of the telecommunications data model, the context data are based on the requirements of the technical and organizational conditions for the respective telecommunications networks. For mobile radio networks, job processing, and thus distribution and matching of data as well, are carried out in various components of the core system. The relationship with the telecommunications data model is as follows:

Content data

In mobile radio networks, the content data are transmitted transparently between the partners involved. Storage is involved only if extended services are used (mailbox, call answering, X.400 Gateway, ...). The subscriber can thus determine what data are sent, in what manner, over the telecommunications network.

Context data

Inventory data comprise all the information about subscribers that has been stored on the basis of the application and setting up the facility by the telecommunications provider. The scope of the data and its profiles are defined by the network operators within the legal regulations (TKG, TDSV).

The data are stored only on a data processing system. This data is required for the initial production of the SIM (Subscriber Identity Module) smart card and the associated, symmetrical secret key, the production of the user profile (IMSI = International Mobile Subscriber Identification), and for processing billing data. A subset of these data is stored as inventory data in each MSC (Mobile Switching Centre) in the regions of the HLR (Home Location Register) and VLR (Visitors’ Location Register). The OMS (Operating and Main​tenance System) forms and controls the inventory data via the telephone directory and the smart cards.

Call preparation data are stored in the Authentication Centre AC, in the HLRs and in the VLRs. These data are used to check the authorization, the profile and the location of every potential subscriber with respect to the requested services.

Call data

Owing to the flexibility of the terminals, mobile communication requires a comprehensive database and dynamic control and distribution of these data. Information relating to the setting up and maintenance of a telecommunications link must be passed to the centres involved, which have to collect and pass on all the information required for billing.

The VLR (Visitors’ Location Register) is used to store data about subscribers who are temporarily in the associated MSC (mobile switching centre) area. Such data comprise HLR data transmitted from a remote MSC.

Whenever the telecommunications facilities are used, a virtual link must be ensured between the parties involved. To do this, the necessary connection/localization data must be produced by the switching centres (MSC), buffered, and passed on for data post-processing. To do this, a relationship must be produced between the subscriber profiles and the call data.

Payment data

Central processing is the only way to create and collect all the data required for this purpose. Information interchange of all the contents required for this purpose via the network is thus necessary. The data sources are information from the communications components in the core system of the mobile radio networks (AC, MSC, OMC). The necessary data are collated from the inventory data (name, address, bank details, ...) and the information from call preparation data and call data (type of call, data volume, service identification, ...) to produce a bill.

Traffic data

The operating centre allows the functions of the network to be monitored and faults to be identified to the OMC (= Operation and Maintenance Centre) in order to initiate repair and maintenance measures.

The OSS (= Operational Support System) represents the administrative part of the GSM network and handles the administration of subscribers and the facilities requested by them. This is called data post-processing.

Together, the two components form the OMS (Operating and Maintenance System).

Mobile radio networks, reliability and security

Mobile radio networks are set up primarily with the aim of providing the required facilities and enabling correct control and monitoring of all activities for the operator. Data avoidance and multilateral security have been irrelevant during system development. The reliability and security functions and protection mechanisms implemented so far have come about on this basis.

For example, IMSI (IMSI = International Mobile Subscriber Identification) provides confi​dence that SIM cards cannot be falsified and provides coding, which is known only to the system, as the criterion for network access.

The nature of its design and the use of any extended protection mechanisms have not been published and do not appear to be a performance feature worthy of advertising by the operators.

The following protection mechanisms have been implemented, to some extent:

•
Access protection to computers, data banks, switching nodes

•
Encrypted transmission of


wanted data from the terminal to the base station


call data (known from the D1 network)


billing data (known from the D1 network)

•
Personal Identification Number (PIN) for use of the terminal

•
Equipment-related identification number, with a check in the AC.

3.7   Internal telecommunications systems

In addition to telecommunications in the public area, organization-internal telecommunica​tions systems are used to ensure effective and economic communication within the organization and externally. In parallel with the providers of public telecommunications services, these systems store the call data for all outgoing calls for in-house charge data processing. In terms of payment billing, private telecommunications systems in general have the following performance features:

· The telephone costs for employees are separated on the basis of official and private calls.

· The official telephone costs are split between a number of internal cost centres or different telecommunications system user groups.

· The private telephone costs are allocated to the individual employees, with the capability for detailed verification.

· It is possible to check the monthly telephone bill from the telecommunications service provider.

· It is possible to carry out sample checks of the official calls made, in order to prevent misuse of official telephone facilities for private purposes.

Most manufacturers of telecommunications systems offer a highly variable two-level method for charge data processing. In a first level of this method, all the call data are temporarily stored at the end of the call in a call data record in the telecommunications system. In a second step, they are then transferred at specific time intervals - but at least daily - to a separate charge computer, where they may be selected, added to and evaluated in many different ways. As a rule, the charge computer stores a charge data record for every outgoing official or private call until the account is settled, this record basically corresponding to the payment data in the telecommunications data model, although manufacturer-dependent differences are possible.

In the context of charge billing, most systems allocate the charge data records to a core data file (inventory data) which, to some extent, is also used as an internal telephone directory.

The way in which the charge billing is actually carried out and what print-outs are permissible are controlled in widely different manners in service access regulations or telephone regulations and service agreements with personal or business rates. The individual manufac​turers of telecommunications systems generally offer a wide spectrum of different evaluation lists in their charge data processing, and the user may choose from these lists to meet his specific requirements.

In a similar manner to public networks, network management products may be used to allow comprehensive traffic and utilization monitoring in complex telecommunications network groups.

3.8   DECT

Terminology

DECT stands for Digital European (Enhanced) Cordless Telecommunication. DECT is the latest and most up to date standard for cordless telephones. It was defined in 1985 by the CEPT and has been described in a number of technical reports since 1991, based on the corresponding ETSI Standards (European Telecommunications Standards Institute). ETSI have taken over the development of European telecommunications standards from the CEPT. The features supported by DECT (detailed description in the Annex) include:

Quality

•
Good speech quality

•
capability for data transmission

•
Flexible data rate allocation

•
Dynamic channel selection, originating from the mobile part, and interruption-free channel changing (seamless handover)

•
Capability to make calls while at the same time moving at a speed of up to 20 km/h

Security

•
Eavesdropping protection by the use of coding algorithms (optional)

•
Authentication of subscribers as well as mobile stations and (optional) base stations

•
Provision of approval areas

Identity and information management

•
Capability for context‑ and position-dependent allocation of a number of identities per terminal

•
Capability for the terminal to inform the fixed station of its location and condition without setting up a link

Interoperability

•
Communication between the individual terminals registered with the same base station

•
Capability to set up networks comprising a number of base stations

•
Interworking with the public telephone network (analog and ISDN), GSM and X.25 networks

•
Standard frequencies throughout Europe

Usage options

DECT systems are versatile in use. The following application areas are feasible:

•
Individual equipment


A DECT system consists of a base part and a mobile part. Communication between the base part and mobile part is digital, while the base part equipment is linked to the public telephone network, depending on the configuration, in an analogue form, that is to say via the conventional TLU socket, or digitally via an ISDN connection.

•
Telecommunications system

In this form, a DECT system consists of a DECT basic unit with a telephone receiver and/or a number of mobile parts. An internal telecommunications system is thus provided, since there are at least two terminals (mobile or telephone receiver on the fixed equipment), and internal communication between them is possible without involving the telecommuni​cations network to which the DECT system is connected.


When DECT systems are used in the commercial area, each employee is given “his or her” mobile part, which can also be protected by a code so that only that person can communi​cate using it. The DECT systems used in the commercial area also as a rule allow a specific number to be assigned to each terminal. The number of terminals that can be registered with a base station is generally limited to six to eight. A DECT system consisting of only one base station is thus suitable only for small companies.


The DECT Standard, however, allows a number of base stations to be interconnected (see details relating to this in the Annex). In this way, any required number of terminals can be registered with a DECT system. In addition, this allows the action radius of a mobile part to be increased since, on leaving a cell (which is defined by the range of its base unit) the call can be transferred seamlessly to another cell.

•
Extension of the GSM system [see Annex]


Both DECT and GSM support mobility while making calls. Since, in contrast to GSM, DECT covers only a small area but allows a high subscriber density in this area, it can be coupled to GSM by using so-called dual-mode units. These units operate primarily as DECT mobile parts until radio contact with the base station breaks down, when they log on to the GSM network.

•
Wire-free telecommunications network link to individual subscribers (Wireless Local Loop) [see Annex]


Wireless Local Loop is intended to cover the “last mile” between the end nodes of a landline telecommunications network and the individual subscribers, cost-effectively. The advantages of DECT include good speech quality and high traffic capacity as well as simple setting up and up-grading. The system is implemented by equipping end nodes with DECT-base stations and, at the subscriber end, by means of antennas pointing to the closest base station and with a TLU socket connected (simple line substitute), or directly by using the mobile parts.

•
Telepoint

The use of Telepoint (only in the trials stage in Germany) gives the user the capability to dial fixed public radio stations, e.g. at railway stations, using his cordless telephone. Telepoint systems do not envisage any area coverage but form a network of “telephone cells”, only outgoing calls being allowed, in order to avoid conflicts with mobile radio.


Owing to the increasingly widespread use of mobile radio systems, the market for Telepoints has become very small. The use of DECT as the latest, most flexible cordless system instead of the previously used CT Standard could give them renewed life. This is feasible in particular for the above integration of GSM and DECT since this ensures that the subscriber can be reached at any time, while at the same time increasing the capability of making calls economically via the landline network.

Personal data

The nature of the personal data arising in DECT systems depends essentially on the way they are used.

If only a single unit is used, that is to say a unit consisting only of a base part and a mobile part, then the personal data that occur at the interface to the public telecommunications network are the same as for a conventional, analogue telephone connected to a TLU socket. In this context, there is no difference with a private DECT telecommunications system, either. Within the system, the number of telephone units and the charge sum incurred are stored and indicated per terminal. Since the terminals are in general not allocated to specific people and no terminal-related telephone numbers that can be dialled externally are allocated, a private DECT system involves no more personal data than a conventional telephone.

Commercial DECT telecommunications systems with employee-linked mobile parts and terminal-specific telephone numbers that can be dialled externally are comparable to ISDN telecommunications systems in terms of the performance features and the incidence of personal data. Thus, combined DECT-ISDN systems are now available. One difference is that, in an ISDN telecommunications system, the terminals are, as a rule, in fixed positions while, in contrast, in the case of a DECT system, it is possible to find out the cell in which the employee is located. If the call declaration procedure is selected in each cell, it is possible to dispense with storage of the “location cell” (see the DECT cell structures annex).

When GSM and DECT are coupled via a dual-mode mobile phone, the governing factor is which network is currently being used for communication. In the case of DECT, it is then once again necessary to check whether this is a private system or a commercially used system. Combination of these two different systems has the advantage that it is harder to form profiles as a result of the possibility to change networks at any time.

The Wireless Local Loop can be implemented by DECT either by direct allocation of mobile parts to the subscribers or by simple line substitution.

If the individual subscribers are given mobile parts with which they can communicate directly via the DECT base stations at the associated end nodes then, in principle, it is possible for a subscriber to receive information via his terminal about the other subscribers registered with the same base station, e.g. relating to the total costs incurred. However, it can be assumed that the proportion of DECT systems used in the WLL area that have such features is just as low as the proportion having the capability for internal calls at no cost. All that remains therefore, are the localization capabilities with DECT. In this regard, there is also a difference from DECT systems used by subscribers, since the localization information produced there remains in the area of the subscriber and cannot be evaluated by the telecommunications network that is connected. Except for the localization data, the personal data involved in this method may be comparable with that incurred with IDSN, despite the different technique. This also applies to the method of simple line substitution, in which each subscriber has his own TLU socket.

The use of DECT in Telepoint applications, particularly in combination with GSM, may be regarded, overall, as being similar to a GSM network in terms of the personal data involved, with the difference that the localization capability when logging on to a Telepoint is considerably greater, because of its significantly smaller cell, than in the case of the GSM cell; this is also true in comparison with GSM1800, since DECT uses a lower effective radiated power. The assessment is different if it is possible to log on to the Telepoint anonymously. This is also discussed for the GSM network (see Section 4 - Data minimization for charge billing).

In general, it must be remembered that it is possible in all described DECT areas of use for external persons to locate the subscriber using the directionality component of the transmitted electromagnetic waves. Unauthorized persons can monitor communications activities by subscribers and their location. In systems which do not use the method of call declaration, it is possible to obtain more information by using the active messages from the mobile parts. With regard to these items, every DECT application should be assessed as being equivalent to GSM.

3.9   Satellite communication

The use of satellites is continuously becoming increasingly important for telecommunication. While, traditionally, satellites have been used predominantly for purposes relating to remote sensing, the distribution of radio and television programmes and producing telephone links over long distances, they are now increasingly penetrating into areas which until now have been covered by terrestrial landline network or radio systems, e.g. mobile telephony and mobile data transmission. In addition, the capability is continuously being extended by new services which have been impossible in the past, without using satellites. At the moment, these primarily include fleet management, position finding and remote location systems. Such services cover differing requirements, such as location of stolen vehicles, rationalization of haulage businesses and the monitoring of subvention measures at the EU level. The number of satellite operators, and in particular the number of service providers, is continuously growing, as before.

Satellite operators

The continual arrival of new providers in the field of satellite communication is leading to considerable confusion relating to what is available. When analyzed in detail, most providers of satellite services are, however, in no way themselves satellite operators but, for their part, have rented transmission capacity from other concerns. Owing to the considerable investment required for development and operation of a satellite and, above all, for transporting it into orbit, there are only relatively few organizations who themselves operate satellites. These are generally international consortia or national telecommunications authorities. They then rent transponder capacity in their satellites to other concerns or authorities (“signatories”) who, building on this, offer satellite communications services commercially.

In terms of finding out what information is used to handle telecommunications data in satellite communication, it has been possible to research only the principles. It has not been possible to obtain any information from the operators about the processing of context data.

3.10   Internet

The Internet communications network, which is currently subject to widespread discussion, must be regarded as a special case. There are a number of risks in use of this worldwide conglomeration of DP systems, and these are uncontrolled (buffering of data, cookies, profile production, ...). Every user must be aware of this and must individually choose a more or less safe form of operation (only information search, encrypted message interchange, security inhibits, ...)

The following text provides an overview of the data which may occur in conjunction with access to the Internet.

Dedicated Internet access

In relatively large facilities, there is often a dedicated Internet access, e.g. a WIN access (scientific network access) via the German Research Network (DFN) in German universities. In this case, the computers in the local network are attached “directly” to the Internet, i.e. they form a subnetwork of the Internet and are thus part of it. Each computer has its own IP address. This IP address is therefore used as the source address for Internet communication. If a computer is used by only one person, the permanent IP address of this computer may be regarded as personal data. If the computer is used by a number of people (e.g. workstation pools in universities), it is no longer possible to associate an IP address uniquely with a user in the Internet.

Use of a commercial service provider

The second option is to use a service provider. For the “normal” user this may be and is, normally, a commercial provider who demands payment for the service he provides. In this case, both inventory and billing data arise. When the Internet is used via a service provider, the user is normally assigned an IP address from an IP address pool for the duration of the call, and the address is thus variable from call to call. As a result of the dynamic assignment of IP addresses, it is not possible, for example, for third parties to obtain a user profile for the respective user on the basis of IP addresses.

The stored inventory data include the name, the address, the bank details or credit card number. Voluntary statements are the telephone number and the profession.

With regard to billing data, a distinction must be drawn between different types of service provider. Some providers offer unlimited use of the Internet for a monthly fee. Actually, no billing data are incurred in this case. (However, it appears that assumptions must be made here. A question to GlobalNet/IBM resulted in the fact that they always record who is using the Internet service, when and for how long. In the situation where a fee is based on a specific number of hours, it is necessary to record for each user (or account) the duration for which he is respectively using Internet access (start, end). If the utilization time covered by the fee is exceeded, the additional costs are booked to the user, i.e. a supplement is added to the monthly basic amount and debited from the account, transferred or debited via the credit card. At GlobalNet/IBM, for example, such billing data are stored for 1 year. A number of service providers stated that the dynamically assigned IP address is not recorded. However, some providers may do this.

A further variant is service providers who do not demand any payment for Internet access but claim the right to unlimited processing and use of the customer’s call data obtained (e.g. Germany.net).

(Figure captions:

1
Communications service providers

2
Communications network

3
Network operator

4
Service Provider

5
Customer

6
e.g.: AOL Compuserve)

Use of a non-commercial provider

If, for example, a university provides its employees and students with dialled inputs for modems or ISDN as well, the university must be regarded as a service provider but, in this case, no billing data is normally involved. With this type of access, there are two versions of IP address allocation. Normally, the user is once again dynamically allocated an IP address here. However, permanent IP addresses are also allocated when ISDN dialled inputs are used with a check of the calling number.

The usage authorization for ISDN dialled inputs is frequently confirmed by checking the transmitted ISDN telephone number. In this case, the authorized telephone numbers (and, possibly, their owners) are stored as inventory data.

Use of “public” Internet terminals, e.g. in Internet cafes

Use of “public” Internet terminals, e.g. in Internet cafes. Normally, no inventory or billing data arise with this type of use.

The user pays in advance for a specific utilization time, which is then controlled by a system time switch. Association of IP addresses with people is impossible, since the users are always changing.

4   Options for data avoidance and reduction

4.1  Protection of sender and recipient

Present-day network structures (switching networks) are based on passing messages directly between subscribers to telecommunications services. Before producing a communications link, the subscriber stations therefore have to be identified. As a result of the use of this technique, the course of the communication can easily be monitored and even controlled. The less pronounced the network multiplexing to the subscriber, the less is the effort required to carry out monitoring. In addition, with mobile communications networks, the localization informa​tion may change rapidly while, to set up a call, it is necessary to know the current location.

Protection against divulging the course of the communication and divulging the sender and recipient is achieved if the time, duration and location of the communication are unknown and cannot be determined. Procedures and techniques therefore have to be used to protect call and localization data. In this context, one should mention changing the physical network structure by using distribution networks, using implicit addressing modes, mix technology and, in wire-free networks, the prevention of direction finding and subscriber location, in addition. In order to make it possible to assess the level of protection of the sender and recipient, the following analyses will concentrate, on the basis of the data minimisation model, on call data and, possibly, call preparation data.

4.1.1   Distribution of messages

If a uniform level of message traffic, independent of communication, is produced in particular in network areas close to the subscribers, and if the respective messages are not passed directly but are entered into the entire network area, it is no longer possible to draw any direct conclusions about the communication behaviour of individuals and the calling of messages. Distribution networks (broadcasting) allow all the subscribers to take from the network information intended for them. In consequence, the recipients can no longer be identified from the network.

In contrast to explicit addressing, in which the address information is used for routing in the network, it is possible in distribution networks for any subscriber station to use specific features (implicit addresses) to identify which message is addressed to it. In the case of concealed addressing, the address can be evaluated only by the recipient. One implementation possibility, for example, is to use encryption systems in which a key is exchanged between communications partners, and messages and addresses can thus be read only if the key is known. Another option is to use variable addresses, which are agreed between the partners once the link has been established for the first time (e.g. by generation using pseudo-random number generators).

Technically, the use of distribution networks means an entirely new wiring structure based on broadband technology. The multiplication of the message volume on all subscriber lines necessitates a suitable bandwidth to allow as large a data flow as possible, with a large number of individual messages, to be multiplexed. The best available topology is a ring structure using a token procedure, in which the messages flow past all the subscribers. For performance, reliability and cost reasons, pure distribution networks can no longer be used sensibly for individual communication by a very large number of subscribers. Switching/distribution networks, which are organized hierarchically [Pfit_85] are used instead. Such switching/ distribution networks are composed of distribution networks in the subscriber access area, which are connected by a switching network. In this case, the messages are not distributed to all the subscriber stations, but only to a sufficiently large number of them (multicasting).

Assessment

When broadcasting for media services or individual communication, no data arise relating to which of the subscribers has received the information. This results in data avoidance with regard to recipient information. Concealed addresses correspond to user-controlled pseudonyms.

General media services should be implemented using distribution networks, as in the past, to provide protection of recipient information. Such a network structure could also be used for individual communication, at least at relatively low hierarchic levels, provided that protection of the contents is ensured at the same time, e.g. by encryption, as well as addressing which cannot be evaluated directly.

4.1.2   Dummy traffic

Dummy traffic means introducing meaningless character sequences into networks at times when communications traffic is low, in order to simulate a constant communication traffic level and in this way to prevent investigation. The character sequence shall be introduced by the sender and should be indistinguishable from actual messages. For example, it is feasible to transmit to all subscribers on a fixed time cycle, irrespective of whether or not there is any intention to send meaningful messages. The sender is protected by the fact that it is no longer possible for the network to distinguish precisely when and how many meaningful messages he is sending.

The method is most effective if all of the message traffic is handled via distribution networks or ring structures, in order to avoid specific allocations. In addition, it must be possible to mask the addressing.

Assessment

Dummy traffic is an aid that can be used widely and, in combination with mask addressing, prevents the relevant data from being identified. This method of additional data production achieves the effect of data avoidance with regard to the communication traffic at the sender’s end. This method of additional data production may therefore be regarded as a type of data avoidance, since information about the communication traffic at the transmitter end is masked.
4.1.3   David Chaum’s superimposed transmission: DC network

In any given digital network, the method of superimposed transmission [Chau_88] ensures that transmission takes place anonymously. Eavesdropping and manipulation may take place at an unknown number of points; nevertheless, it is impossible for an attacker to decrypt the messages transmitted from a station. The subscriber stations have to exchange a key with one another in pairs, and to keep this key secret from other parties. Modulo 2 sums are formed bit-by-bit (superimposition) on the basis of this relationship via the messages (if the subscriber station wishes to transmit) and keys, and the sums are used for identification and decryption of the information sent in the network. An extension of superimposed reception also allows superimposed transmission to be used for anonymous reception [Pfit_90].

Assessment

DC networks allow both sender and recipient anonymisation. Based on the data minimisation model, the DC network may be classified as user-controlled use of pseudonyms (as a result of the secret key for the subscriber stations) or even as data avoidance (since relevant data for the network cannot be identified). In fact, DC networks are difficult to implement and are not suitable for the existing narrowband signalling channels.

4.1.4   Mixers

Mixers are network nodes which are used to protect the communication relationship by making it impossible to form a link between the sender and recipient of a message. This is done using the following method ([Chau_81]), first developed by David Chaum (described in detail in [FrJP_97]):

1.
Collect incoming messages

2.
Recode the messages

3.
Output the messages in a different sequence to the next (mixing) network node as far as the recipient

The mixing technique allows the following characteristics to be achieved (selectively or combined):

•
Impossibility of forming a link between the sender and recipient of a message,

•
Use of pseudonyms for the sender,

•
Use of pseudonyms for the recipient,

•
Anonymity of the sender with regard to third parties,

•
Anonymity of the recipient with regard to third parties,

•
Anonymity of the sender with regard to the recipient,

•
Anonymity of the recipient with regard to the sender,

•
Protection of other call data, e.g. signalling relationships, location updates/location information (for mobile communication), start, duration or type of service for the communication.

In addition to technical security measures, it is necessary for protection that an attacker cannot gain access to any of the mixers used in a communication path. This would be the situation, for example, if all the mixer operators were to cooperate in order to cover the communica​tion traffic of the sender and recipient. Thus, at least one of the mixers used must be trust​worthy. In consequence, mixers should be developed and manufactured as independently as possible, and should have independent operators.

Function of the mixing process

In order to prevent incoming and outgoing messages from being associated, the messages may be changed to the same length, e.g. split into, or made to fill, sections of equal size.

As a rule, asymmetric cryptography is used to recode the messages: each mixer is assigned a pair of keys from publically known and associated private keys. After encryption using the mixer’s public key, the messages are sent to it. It decrypts the messages before passing them on with its private key. Deterministic recoding can easily be used by an attacker who is monitoring incoming and outgoing messages, by once again using the mixer’s public key to encrypt a message output from the mixer. This then corresponds to the incoming message once again. Non-deterministic recoding is therefore used: the message has a random section added, and the mixer removes this section after recoding. This can be done using correct-length recoding.

To prevent replay attacks (replaying the same messages) from being successful, repetitions of identical messages must be ignored. This can be achieved, for example, by the mixer allocating a time stamp to the messages or by messages that have already been sent being stored for a certain period of time in a data bank.

To make it impossible to link incoming and outgoing messages, there must be a sufficiently large number of messages in the mixing buffer. If this is not the case, the mixer can produce dummy traffic (see above) which is removed again, for example, in the last mixer. The require​ment for a sufficiently large number of different senders, who are not vulnerable to an attack, also cannot be solved in a satisfactory manner by technical means if it were possible to verify the senders. However, the production of dummies is also helpful here.

The mixer buffer may operate in various modes, e.g. the batch mode in which all messages are processed further when there are m messages in the buffer, the pool mode, in which a message for further processing is chosen randomly from the buffer as soon as the (m+1)-th message arrives, or else mixing forms. In addition, control may be based on latency times, e.g. delays chosen by the user (maximum or minimum waiting times) or a random period determined by the mixer.

Since it is still possible to monitor the transmission, the subscribers might each be required to transmit using a specific clock, and possibly to produce dummy traffic. The anonymity group is then formed by all the simultaneously transmitting subscribers.

Areas of use for mixers

In a number of telecommunications areas, there are already concepts relating to how the mixing process may be used to protect the communications relationship:

•
Telephone mixers based on ISDN ([PfPW1_89])

•
Protection of location information in mobile communications networks by pseudonym storage of subscriber data ([FFJM_97])

•
Non-Disclosure Method (NDM) with independent “Security Agents” as mixers, which may be selected by the user, with asymmetric recoding, e.g. for mobile IP ([FaKK_97])

•
Anonymous and pseudonymous servers in the Internet, which operate on the application layer ([Cott_95]):

· Remailers for news postings and E-mail with sender substitution by pseudonyms which are stored for each user, without any recoding capability

· Cypherpunk remailers for news postings and E-mail, with the capability for recoding and for defining latency times

· Mixmaster for news postings and E-mail (specific format required) in the pool mode with recoding and repetition test of the packet ID

· Anonymity proxy for WWW with the sender being replaced by the server address (e.g. http://www.anonymizer.com)

In order to comply with real-time requirements, e.g. for telephone traffic, the mixing process is modified by using clocked mixing channels with hybrid encryption: to set up a call, a specific channel setting-up message is sent, encrypted asymmetrically, to the recipient, this message passing a key for a fast symmetric cryptosystem to each mixer along the route, this key being used to decrypt the data on this mixing channel.

Assessment

Mixers offer a user-controlled pseudonym facility both for the sender and for the recipient. The protection may cover both the call data and the call preparation data.

Mixers can be used just by modifying existing networks; it is therefore not necessary to develop completely new networks. In many areas, mixers could be introduced successively. Investigations have shown that the bandwidth available with existing communications networks is sufficient for mixer operation ([FJMP_97]). Concepts are available for ISDN ([PfPW1_89]), GSM ([FeJP_96]) and certain Internet services, and may be matched to other communications networks such as ATM and UMTS (Universal Mobile Telecommunications System).
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4.1.5   Prevention of direction finding

Electromagnetic waves have the characteristic that the transmitters can be localized from their propagation. It is therefore possible to use direction finding to locate and track mobile subscribers when they are transmitting messages.

If one wishes to prevent this, methods must be used to make direction finding harder. Since an electromagnetic wave can be identified only when its level is higher than the existing “white noise”, it is possible to make use of the principle from information theory that it is the energy content rather than the signal form which matters for identification of a signal to be trans​mitted digitally. If a suitable modulation method is used to distribute the signal power so broadly that its level is no longer higher than the noise, information transmissions using conventional  means are no longer subject to direction finding. This method is called “direct spread” [ThFe_96].

In this case, the data are modulated onto the carrier as normal. The resultant signal is modulated with a pseudo-random numerical sequence (PN code - Pseudo-noise code) in a second modulation step. The PN code is produced from the PN key by the sender and recipient, using a PN generator. The resultant signal has a low power density and is similar to the “white noise”. The recipient multiplies the received signal by the modelled PN code once again, cancelling out the spread and returning the carrier to its original form. If orthogonal PN codes are used, a number of users can transmit in the same spectrum. The load level is comparable to that with known multiplexing methods. The directly spread signals cannot be detected using conventional means such as spectrum analyzers although, in some circumstances, this may be done using a radiometer. However, this instrument does not allow the direction of the signal to be found.

Assessment

If central, trustworthy entities are used, it is necessary to use (other) pseudonyms for the sender and recipient based on the data minimisation model, this process also covering the call preparation data. However, it is also possible to implement the method using user-controlled pseudonyms. The similarity to “white noise” contributes to the possibility of relevant informa​tion no longer being identifiable.

Since the wanted signals are spread, the method means that the bandwidth of the transmission channels must be increased by the spreading factor (100 to 1000). With present-day network structures, it is thus not possible to transmit without considerable additional complexity, the complexity essentially depending on the point at which the despreading is carried out (in a fixed station in the landline network or in the radio base station). If detection is carried out by trustworthy entities (including different local entities) in the landline network, this means that the necessary bandwidth must also be available in the landline network. At the same time, the current method for localization by HLRs and VLRs must also be revised.

4.1.6   Change to location management

The GSM Standard requires that location information be kept up to date centrally in data banks (HLRs and VLRs) in present-day mobile networks. It is thus possible to create movement profiles.

Movement of location information to trustworthy entities

Protection of location information can be achieved, for example, by moving the location information to trustworthy central or local entities. These entities report time-controlled pseudonyms for the subscribers to the network operator, by means of which it is possible to determine the location. In this structure, when setting up calls, it is first of all necessary to ask the trustworthy entity for the current pseudonym. This then allows the network link to be produced, in a second step [FJKP_95].

Assessment

Senders and recipients are provided with time-controlled pseudonyms, which can be user-controlled, to a greater or lesser extent, depending on how the process is configured. In this process, it is necessary to modify the HLRs and VLRs in the GSM structure. The effort required for this process depends primarily on the extent of decentralization.

Broadcast method in anonymity groups

A further option for hiding location information is to use a generally known hash function to change the IMSI to a shortened IMSI* which can be used as a group pseudonym and is used for localization in the network. This results in the formation of anonymity groups of subscribers, which must be sufficiently large and must be controlled in the GSM structure [FJKPS_95].

When an attempt is made to make a call to a mobile subscriber, then the recipient’s group must first be reported to the network via the IMSI*. In the broadcast method, the IMSI, encrypted using the public key of the addressee, is then transmitted to the entire group. Only this addressee is then able to confirm, by decryption using his secret key, that he has been addressed, and thus evaluate the message.

Assessment

The call data are not protected in this method since, if the public code of all the possible subscribers is known, the transmitted, encrypted IMSI can easily be overcome. In fact, because the broadcast method is used within the group, it is not possible to determine the localization data of the recipient.

This method is not based on any change to the GSM structure but necessitates increased signalling complexity and a greater bandwidth. If hierarchical networks with different cell radii are used to determine the location of mobile subscribers, the location information can be hidden by controlling the signalling via networks with large cell radii. Satellite networks (e.g. LEO) would be particularly suitable for this purpose, and could cover overlay radii of about 2000 km.

4.2   Data minimizing for payment billing

The following text illustrates that it is technically feasible at the level of the telecommunica​tions facilities, to reduce considerably the scope of the call data stored for billing purposes, or even to dispense with such storage completely. In addition, in some circumstances, the scope of the inventory data stored can be reduced as well.

Since more and more telecommunications facilities are being used, and charged for, with the aid of smart cards and various options for reliable electronic payment methods have been developed under the generic term electronic money, which can also be used to pay for telecommunications facilities, the following text first of all describes important usage and payment forms supported by smart cards as well as the capabilities of electronic money, before describing how such techniques can be used to reduce the scope of telecommunications call data stored, or even to render such storage entirely superfluous.

4.2.1   Use of smart cards for paying for telecommunications facilities

The smart cards that can be used to pay for telecommunications facilities are linked to either a prepaid payment method or a postpaid payment method. In the case of the prepaid method, the smart card is an electronic prepayment card (comparable to a telephone card) from which an appropriate amount is debited whenever it is used. In contrast to this, smart cards for the postpaid method are as a rule used to provide reliable identification of the user for the telecommunications service provider.

Smart cards in conjunction with prepaid payment

In the case of smart cards which are used in conjunction with a prepaid payment method, it is necessary to draw a distinction between stored value cards, remote access cards and multi​functional cards.

•
Stored value cards

In the case of stored value cards, a credit in the form of monetary units is stored locally on the chip in the card. Before a telecommunications facility is used and can be paid for with the aid of such a card, the card has to be authenticated as a valid card by the telecommuni​cations network. The desired telecommunications facility can then be used. In the process, the credit on the card is reduced by the monetary units concerned on each occasion. Technically, stored value cards can be designed such that the credit stored on them can be recharged, for example using specific replenishment terminals. A telecommunications concern which accepts stored value cards for payment may - from a technical point of view - additionally keep shadow accounts which record the amount of credit still available on the individual cards issued (identified, for example, by the card number). Such shadow accounts could be used to identify certain types of misuse. An example of the use of a non-rechargeable stored value card without any shadow account being kept is the German telephone card.

•
Remote access cards

Remote access cards, which have been introduced in particular in the USA, in contrast to stored value cards do not store credit. Instead of this, the subscriber’s credit account (card account) is kept centrally by the telecommunications provider. The smart cards are used primarily to provide reliable identification and to authenticate the user to the telecommuni​cations facility provider. In this case, the smart card is used instead of entering the PIN, as required with other calling cards, since this can easily be monitored by unauthorized persons. The monetary units to be paid for the telecommunication are debited in real time from a credit paid into the card account in advance. The card account can be “recharged” again by making payments, although the telecommunications service provider need not identify the card holder for this purpose. Examples of remote access cards include the Deutsche Telekom T-card for making calls on the landline network, as well as the “Telly D1 Xtra” mobile radio service in the D1 mobile radio network.

•
Multifunctional smart cards

Prepaid multifunctional card payment systems now also exist, for example the EC money card or the Deutsche Telekom PayCard, the latter of which can be used in card telephones to pay for the telecommunications facilities used. Such multifunctional systems require a technical and organizational infrastructure which allows monetary units to be cleared between the various organizations whose services can be paid for using the card. The specific configuration of such clearing methods governs whether and in what detail the clearing offices are aware who has paid for what service using a card.

Smart cards in conjunction with postpaid methods

In the case of  postpaid payment methods which are offered, for example, in conjunction with credit or debit cards, the individual communication processes are stored centrally, on a personal basis, for subsequent billing.

Assessment of smart card use for payment for telecommunications facilities

From the point of view of data protection, methods which operate on a credit basis (prepaid cards) are preferable to postpaid cards, since only prepaid cards allow telecommunications facilities to be paid for anonymously. In this case, systems where the monetary units are stored only locally on the subscriber’s smart card are to be preferred to those methods in which the monetary units are, in addition or exclusively, stored and cleared centrally, since the shadow accounts kept for this purpose could, if the identity of the account holder were discovered, be used to form personal communications profiles. This risk is particularly serious with recharge​able cards since the shadow accounts are in this case kept over a relatively long time period.

If smart cards are in future also used in the context of intelligent authentication mechanisms, the transmission of the individual card number to the telecommunications service concern, which has been required until now for authentication of the card, would become superfluous. This would not only allow the implementation of an authentication method that is proof against eavesdropping but, in addition, this method would allow the telecommunications service concern in addition to dispense with the storage of card numbers, which, with appropriate additional knowledge, could be associated with individuals.

4.2.2   Electronic money for paying for telecommunications facilities

The extent to which public electronic communication networks such as T-Online or the Internet are used to offer goods or services for sale, interest is also growing in options for electronic payment which offer both the purchaser and the seller adequate security. Electronic money can be used, for example, to pay for goods ordered via the network, as well as telecommunications facilities. Various versions of electronic money have already been developed distinguished, among other features, by the following aspects:

In the case of so-called methods similar to cash, specially formed electronic files exist which, like cash, directly represent a monetary value, and payments can be made by transmitting them. Other methods, which in this case frequently relate to specially protected forms of home banking, in contrast allow only secure transmission of transfers  or other orders to one’s own bank.

As in the case of smart cards, prepaid methods exist in which monetary units are, in a first step, paid to an office that issues money (e.g. a bank) before, in a second step, goods or a service are paid for with the electronic money. In other cases, the customer uses electronic money which is not debited from him at a clearing office until after he has transferred the electronic money to a handler for payment, and the handler has passed it onto the clearing office to credit the other account.

Assessment

With regard to data protection, cash-oriented prepaid methods offer the best preconditions for implementation of a secure electronic payment method which allows the same payment anonymity as payment by cash. One example of such a method is E-cash which allows payment by exchanging electronic monetary units, so-called cyberbucks. Such cyberbucks are obtained on request from one’s bank, which takes the equivalent amount of cash, or debits it from a customer’s account. The cyberbucks are then transferred electronically to the customer’s PC and can, in turn, be passed on from the PC to handlers. For their part, the handlers can use the cyberbucks received to pay for goods or services.

4.2.3
Options for reducing or completely avoiding the storage of call data for billing purposes

If electronic money similar to cash is used in order to pay for telecommunications facilities, this opens up the possibility of paying for this facility even during or at the latest at the end of the telecommunications call. One may imagine the telecommunications customer in each case transmitting electronic money in real time to pay for each newly started time unit. If a newly started tariff unit is not paid for immediately, then the telecommunications service concern immediately terminates the call, as with a coin-operated telephone.

Electronic money can also be used to pay for credit on stored value cards without using cash, without having to give any personal details for this purpose, for example one’s own bank details.

The use of electronic money may, in fact, lead to data minimisation only if it allows anonymous payment procedures. This requirement is not satisfied by all the electronic money systems developed to date.

In response to various stimuli, the data protection authorities for Federal Germany and the States have already advised that it is possible to dispense, on a wide scale, with storage of databases, which in some circumstances are extensive, for billing purposes, if payment is made with the aid of stored value cards (see, for example, the decision by the data protection authorities for Federal Germany and the States on 22/23.10.1996 relating to data protection for the distribution and billing of digital television programmes). This also applies to payment for telecommunications facilities. However, until now, the telephone card is the only example of stored value cards that have already been introduced to the market and used to a major extent for payment for telecommunications facilities. These cards are not rechargeable and, so far, may be used only in public telephones. Technically, it would be just as feasible however to offer terminals for non-public connections which, in the same way as public telephones, are able to debit the telecommunications payments involved from a smart card. The design of such systems must not only take account of the fact that they can be used to avoid central databases for billing purposes, but also to ensure that the billing capabilities are proof against manipulation. Furthermore, it should be possible for the subscriber to ask for the telecommuni​cations calls to be documented. However, in this case, the call data may be used only to such an extent that the personal rights of third parties, e.g. of subscribers who have been called, are still protected.

Such a system could operate as follows:

A device for charging for telecommunications facilities, called a “T meter” for short in the following text, is installed between the terminal and the connecting socket in the region of the subscriber in the route from the terminal - connecting socket - switching network node (SNN) (previously called the “local switching centre”). Installation directly in the terminal or not until the connecting socket is also feasible. Such a T meter contains a microcomputer and a smart card reader. As soon as one wishes to set up a link to another subscriber from a terminal connected via a T meter, for example from a telephone or fax machine, the T meter receives an appropriate signal. It then first of all checks whether there is a stored value card in the reader. In order to enable manipulation-proof billing for the telecommunications facilities involved, the T meter and smart card, T meter and terminal, as well as the T meter and SNN should each authenticate one another. Then, as now, the link is set up to the desired telecommunications subscriber. At the start of the call and at the start of each new time unit, the T meter debits from the credit on the stored value card the amount to be paid for one time unit. Whenever a new tariff unit starts, the SNN reports to the T meter during the ongoing call. Deutsche Telekom already offer such transmission of payment pulses to their customers, on request. Alternatively, a version of the T meter is also conceivable in which it uses a built-in clock and the up-to-date tariff information to calculate for itself when a new time unit is starting. The information about new or changed tariffs required for this purpose as well as the time unit lengths to be used are in this case reported by the SNN to the T meter on request, in conjunction with the authentication of the T meter by the SNN. With regard to the trans​mission of tariff pulses or tariff information, technical measures (in particular encryption and electronic signature) are to be provided which ensure the integrity, authenticity and accountability of the data transmitted. At the latest on completion of the call, the telecommu​nications service provider deletes all call data which have been used to set up and maintain the individual call.
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The following preconditions must be satisfied if the use of stored value cards for non-public telecommunications connections is intended to allow call data storage for billing purposes to be dispensed with:

•
The telecommunications concerns would have to offer new types of services in which call data are not stored for payment calculation.

•
T meters would have to be marketed as individual units or as telecommunications terminals with smart card readers and would have to be able to operate like the T meter described above. To carry out the envisaged authentication operations, the telecommunications service concerns’ SNNs would have to be appropriately technically modified.

•
It should be possible to use rechargeable stored value cards. An infrastructure with charging points is required for recharging individual cards. It is conceivable for cards to be recharged at hole-in-the-wall machines or from public card telephones. One example of such a rechargeable stored value card is the “Paycard” offered by Deutsche Telekom, using which it is also possible to make calls from public card-operated telephones. Using a PIN, amounts of money can be transferred from a giro account to a Paycard in card-operated telephones.

If all these requirements are satisfied, then it would be possible to dispense with the previously normal storage of call data for billing purposes even on non-public telecommunications connections. Provided the appropriate tariff does not include a basic monthly price as well, it will be possible to dispense entirely with the storage of customer data for billing purposes.

The options quoted so far for avoiding storage of call data for billing purposes have been explained on the basis of landline network telecommunication, as an example. However, equivalent options also exist for mobile communication. In this case, the mobile radio card issued for each mobile connection would also have to be a rechargeable stored value card, with the mobile phone carrying out the functions of the T meter. The fact that the use of such stored value cards for mobile communication is technically feasible is illustrated by the example that, at the start of 1995, a prepaid mobile radio card, initially having a value of DM 100, was briefly marketed for the D1 network, and the service provider in this case did not record to whom he had issued these cards (see Memorandum from the 725th meeting of the German Parliament Upper House Legal Committee dated 18 June 1997, page 53).

4.2.4   Options for minimizing inventory data

Where telecommunications services are offered that do not require any storage of call data for billing purposes, then this raises the question as to whether this may also lead to a reduction in the customer core data held by telecommunications concerns. Core data are at least to some extent also used for billing: this is obvious for bank details. Alternatively, the address is used - in addition to other purposes - for regular postal despatch of the bills.

In addition to billing, core data can alternatively be used for the following purposes:

· Telephone directories and information

If customers wish to be entered in public telecommunications directories (e.g. the telephone book) or if they agree for their telephone number and, for convenience other details as well under some circumstances, to be passed on by an information service for third parties, this necessitates the storage of appropriate core data.

· Customer information

Possibly, the telecommunications concerns also believe that there is a requirement to have the capability to inform a person responsible for a line individually and in writing, for example in the event of a tariff change or for information about defects that occur frequently.

· Defect rectification

At least in the case of landline network lines, a telecommunications concern may state that they permanently require, for example, the name and address of a person who can allow them access to the network components installed in private areas (e.g. cables or connecting sockets) in the event of a defect.

· Higher authority

From § 90 Clause 1 of the TKG, telecommunications service concerns who offer telecommunications services commercially are required to maintain customer files containing the names and addresses of the holders of telephone numbers or telephone number allotments.

The use of stored value cards or electronic money like cash to avoid the storage of call data for billing purposes will initially allow only a reduction in the stored core data to the extent that this is used exclusively for billing purposes, as may be the case, for example, for bank details. Where core data are used, in addition to billing, for one or more other purposes as well, this core data can be reduced only to the extent that the core data storage can be reduced or avoided for these other purposes. In this context, in detail, it can be stated that:

With regard to the data used for telephone directories and information, customers now already have the option to decide whether they do or do not wish to provide their data for these purposes.

With regard to core data which is used for customer information, it is feasible for a customer to dispense with storage of his core data for such purposes. However, in this case, it would be necessary to ensure that this customer can receive the appropriate information if requested; this could be done, for example, using a telephone service which provides up to date tariff information and other current information that can be called up.

Data for purposes of defect rectification will always be required in the landline network area.

With regard to the regulation in § 90 Clause 1 of the TKG, this raises the question as to whether this regulation obliges the telecommunications concerns also to provide data about those customers about whom the concern has otherwise stored no personal data. Such an interpretation of § 90 Clause 1 of the TKG would contradict the offer of an anonymous telecommunications service and would also contravene § 89 Clause 2 paragraph 1 a, according to which inventory data may be stored only for telecommunications purposes.

4.2.5   Data minimizing for payment billing to private branch exchanges

The options described in paragraph 4.2.3 and 4.2.4 for minimixing call data and inventory data can also be implemented, from a technical point of view, for lines which are connected to the public telecommunications network via a private branch exchange operated, for example, by a company or an authority. Even if the organization processes its own charges, the extent of the call data stored can be considerably reduced by the following measures:

•
With regard to the storage of call data in charge computers, the principle must be applied of storing only data which form the basis of a specific evaluation.

•
When the call data are transferred, the necessity for further storage is checked. The data are compressed as far as possible, and at the same time erased in the telecommunications system.

•
Normally, only the charge units - possibly continuously added - may still be stored in the charge computer, and call data only to the extent that they will subsequently also actually be evaluated.

•
When data relating to official calls are stored, the principles of random sampling must be used, in particular.

•
Users of telecommunications systems should have the right to dispense with individual listings for billing for private calls. In such cases, it could be possible to dispense with the storage of the call data, or at least with printing such data out regularly.

4.2.6   Summary assessment

Paying for telecommunications facilities with the aid of electronic money similar to cash may contribute to data avoidance provided the payment is in each case made immediately after the end of a telecommunications call. Electronic money may also play an important role for cash-free recharging of stored value cards without having to state bank details in the process.

The use of smart cards paid for in advance (stored value cards) provides the technical preconditions for telecommunications services whose use does not necessitate the storage of any call data for billing purposes.

Furthermore, core data storage for billing purposes is also superfluous, e.g. if there is no basic charge or if monthly debiting via the T meter is used.

If, furthermore, the customer does not wish

•
his name and his telephone number to be passed on to third parties via an information service,

•
his name and his telephone number to be entered in public customer directories, and

•
his core data to be used for customer information purposes,

then, in the landline network, under some circumstances all that is required is to store core data for defect rectification of the subscriber line. No corresponding requirement can be identified in the field of mobile radio.

5   Handling recommendation

Until now, telecommunications networks have been designed exclusively on the basis of the operator’s availability, performance and security aspects. The right of citizens for confidential communication has been considered, at best as a marginal issue, but has generally been discredited as a restriction. The working paper indicates that the aspects of data avoidance, use of pseudonyms and anonymisation has until now had no special significance in the design and features of telecommunications networks. The techniques and methods for data avoidance and data reduction in this context have been known for a long time, and have been investigated. They could now be included in network and equipment plans and, in some cases, could be implemented at short notice at little cost.

The increasing importance of telecommunication in daily life and the legally standardized principle of data avoidance are forcing the rights of the users to secure telecommunication, not subject to eavesdropping, to a greater extent into the focus of development and design of telecommunications networks and services. The preconditions for wide scale introduction of prepaid smart cards can undoubtedly be implemented most easily in the area of the terminals. This technique is suitable for largely avoiding, or at least reducing, call, inventory and payment data. All users of telecommunications systems should be offered at least the option of anonymous charge payment.

If one wished to protect all communications between a sender and recipient, then the current network structures would have to be modified to a greater or lesser extent. The incorporation of technologies avoiding data and providing anonymity in future networks should be discussed further with the manufacturers and operators of telecommunications networks, as well as the scientific research companies and institutes. Based on the aim of achieving secure communi​cation not subject to eavesdropping, the technical complexity and the development work, some of which is still required, appear justified for this purpose.

Consistent implementation of the requirements for data avoidance and reduction appears to contradict existing legal regulations. For example, according to § 90 Clause 1 of the TKG, telecommunications service concerns who offer telecommunications services commercially are obliged to keep customer files containing names and addresses in order to make these details available to the security authorities, courts, state authorities and regulation authorities on demand. If inventory data could be dispensed with, this regulation would disappear. Likewise, if it was completely impossible to eavesdrop on telecommunications use, monitoring measures would no longer be possible (§ 100 a STPO / § 88 TKG). In this context, it should be remembered that, for mobile communication, a suitable monitoring interface was required only subsequently.

These examples indicate that there are conflicts of interest between the security and monitoring requirements of the state and the protection of personal data relating to individuals and thus the protection of the right to self-determination with regard to information.

When improving the security and protection measures for the users of telecommunications networks and services, it must be remembered that adaptation and implementation must be carried out in compliance with the legal regulations. Success in the protection of confidential communication will therefore be possible only by multilateral consideration, including all those involved, and by interdisciplinary collaboration.

The data protection authorities in Federal Germany and the States should approach the manufacturers of telecommunications systems and telecommunications providers in order to check the feasibility of the indicated approaches to solutions. Society and law makers are responsible for the overall environment. The public should continuously be provided with up to date information about existing options for data avoidance and data reduction.
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Annex: Technical Descriptions and Example

1   ATM

Operation of the ATM Method

The ATM method is based on transmitting data packets (cells) of constant length in a fixed time frame - not synchronized to the network clock. Each cell has a fixed size of 53 bytes. The cell header (5 bytes long) contains the control information for routing the cells through the ATM network, and the remaining 48 bytes contain the wanted data. The available bandwidth in a connecting line can be used simultaneously for different calls.

The ATM network consists of ATM switching centres, connecting lines, connected terminals and remote equipment which collates, distributes or diverts traffic flows from terminals, private networks or other ATM switching centres (ATM multiplexers, ATM concentrators and ATM cross-connects).

The ATM forum (http://www.atmforum.com) is a worldwide organization for the promotion of ATM in industry and in the user area. It has approximately 750 members from the manufacturers and operators of communications technology, computer companies, state organizations, research institutes and users. The main areas of work are the standardization of ATM and the definition of guidelines for both public and private ATM networks.

The ATM method is call-oriented:

· First of all, a single routing attempt is made since all the cells in a call take the same route through the ATM network, maintaining their sequence. Before the wanted data are actually transmitted, a separate data interchange takes place for this purpose between the terminals and the ATM switching centre.

· The connection is then set up. Connection tables for this purpose are stored in the ATM switching centres and contain VCI (Virtual Channel Identifier, identified by virtual channel) and VPI (Virtual Path Identifier, combining a number of virtual channels with the same transmission path) information.

· The data are then transmitted in ATM cells. The virtual channel (VCI), which is the same for both directions (outgoing and incoming), is reallocated in each ATM switching centre. The ATM cell headers are produced as a function of the connection tables and are used for routing attempts for the cells through the ATM network. The cells are buffered in the switching centre until they are sent to the next station.

· Finally, the connection is broken again, and the connection tables are erased.

The cells are therefore briefly buffered in the ATM nodes (order of magnitude of Deutsche Telekom nodes: 100 to at most 250 microseconds). Throughout the entire call, connection tables in the switching centres contain the information about the route. Information is obtained from this for billing purposes, and is used to produce the payment data.

2  Cellular mobile radio networks

The GSM system structure is split into three subsystems, each of which comprise a number of network elements.

The subsystems are:

BSS (Basestation Sub-System) for the radio part

SSS (Switching Sub-System) for the switching part

OMS (Operation and Maintenance System)

The D1 / D2 networks operate in the 900 MHz frequency band. Both networks are part of a European mobile radio network.

The E-plus network is based on the requirements in Standard DCS1800 (DCS = Digital Cellular System), whose name has now been changed to GSM1800. The major difference between it and GSM is that the radio transmissions use the 1800 MHz band and have a shorter range. The system structure, bit transmission rates, voice coding and encryption are the same as the GSM Standard.

Structure of the C, D1, D2, E-plus mobile radio networks

The mobile station is represented by the actual radio telephone and may be a car phone, a portable unit or a personal phone. The connection to the fixed GSM system is provided by the radio interface, in the form of a radio link to one of the base stations (BS).

The base stations are composed of the radio part, the BTS (= Base Transceiver Station) and the control part, the BSC (= Base Station Controller). Together, they form the BSS (Basestation Sub-System).

The following functions are handled in the GSM system switching centres, the MSCs (= Mobile Switching Centres):

· Detection of mobile subscribers

· Connection to the public landline telephone network

· Provision of supplementary services, such as call diversion, conference call etc.

· Provision of data banks that are required to carry out the following basic services:

HLR = Home Location Register

VLR = Visitor Location Register

EIR = Equipment Identity Register

AC = Authentication Centre

The elements form the SSS (Switching Sub-System).

Home Location Register HLR

File for storing all the subscriber-specific data, such as:

· Subscriber identity (IMSI = International Mobile Subscriber Identification)

· Subscriber access authorizations (MSISDN = Mobile Station International ISDN Number)

· Services allocated to the subscriber

· Allocation of the current location to the subscriber.

Equipment Identity Register EIR

Terminal file in which lists of terminals are stored to which network access is denied, e.g. terminals reported as having been stolen. When a terminal logs on, these lists are compared with the transmitted terminal number.

Smart card SIM (Subscriber Identity Module)

Most cards are equipped with a processor and memory, where the subscriber number and subscriber identity (IMSI) entered by the operator of the home network are stored.

The OMC (= Operation and Maintenance Centre) allows the operation of the network to be monitored and faults to be identified, in order to initiate repair and maintenance measures.

The OSS (= Operational Support System) is the administrative part of the GSM network and handles the administration of subscribers and the services used by them. This forms the data post-processing.

Together, the two components form the OMS (Operating and Maintenance System).

Two specific techniques are used for the switching sequence:

Roaming:

Continuous tracking of mobile subscribers and automatic search when the mobile subscriber is called. The caller does not need to know where the desired subscriber is. The location reports are made actively by the subscriber terminal.

Handover:

Automatically passing on a radio link from one cell (region associated with the sender/ recipient) to the next. The subscriber may move through different cells during a call.

Structure of the Modacom mobile radio network

The main network elements are:

Base Station BS

The base station accommodates all the radio facilities required to produce a radio link between the mobile stations and base stations.

Radio concentrator ACC (Area Communication Controller)

The Area Communication Controllers are set up decentralized in the Modacom network, as in other cellular systems. This network element is used to control data traffic in a radio switching area. The ACC forms the interface between the Datex‑P network and the base stations. Up to 64 base stations (cells) may be connected to one ACC. The ACC consists of two units, the Radio Network Controller (RNC) and the Radio Network Gateway (RNG). The ACCs are connected to one another via the Datex‑P network.

The RNC carries out the tasks of protocol conversion from X.25 to RD‑LAP and vice versa, passing on outgoing data to the appropriate base station as well as roaming management when radio subscribers change to the area of another ACC. The RNC is of redundant design, for operational reliability.

The RNG is the connection between the Modacom network and the Datex‑P network. In the RNG, the data are passed on from the RNC to the Datex‑P network, and vice versa. Subscriber management is carried out in the RNG. As in other cellular systems, Modacom also has home location registers (HLR) and visitor location registers (VLR) in which all the relevant subscriber data are stored. The RNG records all traffic data important for operational management, operating statistics and billing charges to the subscribers, and transmits these data to the NMC.

Network Management Centre NMC

The NMC is the command centre for the Modacom system. It is connected to all the ACCs via the Datex‑P network. All the traffic data are collated in the NMC for post-processing and evaluation. This is the central control point for diagnosis, defect rectification and operational coordination.

Charge data may be processed either locally in the ACCs or else centrally in the NMC.

3   DECT

Basic DECT system features

Modulation:
Modulation is carried out by GMSK (Gaussian Minimum Shift Keying), resulting in a data transmission rate of 1152 kbit/s per carrier frequency over the radio interface.

Voice coding:
Voice is coded by means of ADPCM (Adaptive Differential Pulse Code Modulation). ADPCM is a special method for digitizing and multi-channel transmission of analogue source signals, in particular of telephone signals. The method steps comprise: sampling, quantization and coding. The wanted data rate of 32 kbit/s per channel gives good voice quality. The signalling data are transmitted in parallel with this at a rate of 4800 bit/s.

Channel access:
The TDMA method (Time Division Multiple Access) is used, i.e. the individual connections each use one channel with a higher data trans​mission rate, but for only a fraction of the time. Between 1880 and 1900 MHz, there are 10 carrier frequencies with a channel separation of 1.728 MHz, each carrier being split into 24 time slots. A frame of 24 slots is repeated periodically every 10 ms. Overall, there are 120 duplex channels.

Packet layout:
Wanted and signalling data are transmitted in parallel. A data packet of 420 bits is transmitted in one slot, with the following composition:


1.
Synchronization
32 bits


2.
Signalling:
64 bits



a.)
Header

8 bits



b.)
Signalling data

40 bits



c.)
Protection

16 bits


3.
Information content:
324 bits



a.)
Wanted data

320 bits



b.)
Interference identification

4 bits

The wanted data may be split into groups of 80 bits each. Of this, 64 bits are then used for data transmission and 16 bits for error correction (protection). The signalling data are protected by CRC (Cyclic Redundancy Check).

480 bits are transmitted in one slot (416.7 µs). The difference of 60 bits from the size of the data packet is used to provide a guard time of 52.1 µs from the next data packet.

Range:
With a transmitted power of 250 mW, the range is up to 50 m in buildings and up to 300 m in the open air. Directional antennas can cover up to 5 km. This is of interest for stationary systems, in particular WLL (Wireless Local Loop).

Channel types:
There are four channel types:


Type
Data rate
Wanted date field
Error identifi-cation
Error correction
Delay


1
32 kbit/s
unprotected
limited
no
fixed/minimal


2
32 kbit/s
unprotected
limited
no
fixed/normal


3
25.6 kbit/s
protected
yes
no
fixed


4
< 25.6 kbit/s
protected
yes
yes
variable

Channel coupling:
A number of channels may be used in parallel - via a number of base stations as well - , thus allowing transmission of n * 32 kbit/s (or n * 25.6 kbit/s) to be achieved.

Asymmetric
The duplex links may be broken. This allows different types and different

transmission:
rates to be selected for the forward and reverse directions.

Cell structures

Single-cell system:
A number of mobile stations may be registered. The subscribers may make internal calls without being charged for them. At the same time, the exchange line may be accessed via a mobile station that is not busy.

Multi-cell systems:
A number of base stations are connected to one another via a controller. The controller is also responsible for access to other networks (e.g. ISDN). Subscribers are accessible throughout the entire area covered by the radio system. The mobile stations continuously maintain contact with the strongest base station within range.

Cordless:
So-called Wireless Base Stations (WBS), also called relays or repeaters, may also be used to expand the system. These transmit the received packets in another time slot to the next base station. A total of four time slots therefore have to be used for every call passing via a WBC.

Channel selection
By using DCS (Dynamic Channel Selection), the mobile station can select
method:
from the available 120 channels the unused channel having the least interference. The channels are continuously monitored for this purpose, with the received level being stored for each channel. This is even done during a call. The base station matches the frequency selected by the mobile station and the selected slot. No frequency planning is therefore required for the base stations.

Beacon signals:
Each base station continuously transmits on at least one channel. At the same time, the system information and the identification of the base station are always transmitted. This allows any terminal to identify the base stations located within range just by monitoring. Once the terminal has identified a desired system, it monitors any active channel from the strongest accessible base station every 160 ms for a possible system radio call.

Connection set up:
If a mobile station wishes to make a call to the system, it uses the digital channel selection method DCS to set up a call. The call request is initiated both by outgoing calls and by the readiness to receive an incoming call. Incoming calls are signalled by means of the above radio call from the base station.


In multi-cell systems, there are two basic options for passing incoming calls onto the respective terminal.


1.
Declaration of the call in each cell

The respective terminal then produces the connection to the base station in the current radio cell.


2.
Declaration of the call in the cell for the desired mobile station


This operates by storing in the controller’s data bank the details of the cell in which each mobile station is located.


The manufacturer may chose one method or the other.

Handover types:
Intracell handover means changing to another channel within the same base station. In this case, in addition to the time slot, the frequency is generally also changed, in order to achieve better transmission quality.


In an intercell handover, not only the channel but also the base station is changed.

Seamless handover:
When the channel is changed, an existing connection is not interrupted. In order to achieve this, the mobile station temporarily uses two channels. The mobile station does not release the first channel until the second connection exists. However, the second connection can also be set up on termination of the first, without ending the logic transmission. In contrast to most other systems, e.g. GSM, the handover is initiated by the mobile station and not by the base station (MCHO - Mobile Controlled Handover).


For this purpose, the mobile station searches the 11 unused slot pairs continuously in order to find a better connection to the same base station, or to another base station. The advantage of this method is that channel changing is carried out much more quickly, and thus virtually imperceptibly by the user (a DECT handover lasts for 0.1 ms, a GSM handover is about 1 ms).

Interoperability

In the DECT
Base stations from different companies may interact. The mobile stations 
system:
registered with a base station may originate from a manufacturer other than that of the base station.


For example, it is possible in a two-cell system to take the base station for one cell from Company A that for the other from Company B and to make a call via the base station in the first cell using a mobile station from Company C while at the same time moving into the area of the second cell, without any interruption, by means of a seamless handover.

With other
So far, the DECT Standard provides connections to and integration in the
networks:
following networks: analogue public telephone network with Telefax Group 3, ISDN with Telefax Group 4, X.25 and GSM.


Implementation requires an interface which converts the signalling, recodes voice and reformats data packets.

Standards:
The relevant ETSI Standards are CI (Common Interface) together with PAP (Public Access Profile) and GAP (Generic Access Profile).

DECT - GSM:
Since both DECT and GSM support mobility when making a call, but have different objectives, the two systems complement one another well and offer coupling.


Typical characteristics compared:


(
DECT covers a small area with a high subscriber density, GSM is virtually universal with a low subscriber density,



(
DECT can be used up to 20 km/h, GSM up to 250 km/h



(
In contrast to GSM, DECT is fast and can be expanded easily.


The advantages of the two systems can be linked by using dual-mode terminals. As long as radio contact to a DECT base station exists, this connection is chosen, otherwise the terminal automatically logs on in a GSM network.

DECT in WLL:
Wireless Local Loop is a way of saving relatively expensive wiring, particularly for the last 300 m between the landline network and the subscriber’s dwelling, by connecting the dwelling to the network by radio. DECT is highly suitable for coupling to landline networks to achieve this, for the following reasons:



(
good voice quality,



(
high traffic capacity with up to 10,000 Erlang/km2,



(
supports the fax service,



(
precautions can be implemented to prevent eavesdropping,



(
simple, quick installation,



(
no frequency planning required,



(
problem-free extension by adding further base stations.



There are two ways to implement the connection:


(
simple replacement of the cable between the local exchange and the subscriber socket, for example by fitting an antenna pointing to the nearest base station on the subscriber’s roof, while maintaining the connecting socket,


(
neighbourhood access: each subscriber has a mobile station as a terminal, which accesses the nearest base station for the local exchange.

Other system features

Security aspects:
(
Definition of authorization areas



(
Authentication of the subscriber



(
Authentication of the mobile station



(
Authentication of the base station (optional)


(
Optional use of coding algorithms for wanted and signalling data

Identity
Each terminal and each system may have different context-dependent and
management:
position-dependent identities. Procedures in the network layer reserve and activate these identities when required.

Context
The terminal can report to the system where it is and its condition, irres​-

information:
pective of whether a connection exists. An extension of the protocol allows the mobile station to transmit position and status to a base station in another DECT system, during a call. This allows a handover between different systems.

The DECT radio interface supports mobile subscribers who are moving through the supply area at up to 20 km/h.

4   Satellite communication

The most important commercial satellite operators for the Federal  Republic of Germany include

INTELSAT
(International Telecommunications Satellite Organization), an international organization with more than 100 member states, which offers communications services from its INTELSAT satellites in 172 countries,

INMARSAT
(International Maritime Satellite Organization), an international organization founded in 1975 and currently having about 70 members (as at April 1994), which is initially predominantly involved with setting up communications links to ships, but which in the mean time has expanded its business area to communications links to aircraft and mobile land vehicles as well,

EUTELSAT
(European Telecommunications Satellite Organization) which was founded in 1977 by 26 European telecommunications authorities in order to improve satellite links within Europe and now has 38 members. In addition to TV transmission, telephone and data transmission services, it also operates the EUTELTRACS fleet management system via EUTELSAT satellites,

Deutsche

Telekom AG
(previously the German Federal Post Office TELEKOM), which, at the moment, runs three DFS Kopernikus satellites which are used to transmit TV programmes, for telecommunications links (before the reunification of the two German states, in particular those between the FRG and West Berlin) and data transmission services.

The major emphasis in the following text is placed on satellite telephony and data trans​mission. The use of satellites for services such as fleet management, remote sensing, position​ing (GPS) or remote location are not considered since, in this case, the problems relating to data protection rights are within the service itself and not in the use of the satellites for communication.

Satellite technology

The engineering used in the satellite technology depends on the operational purpose, the orbital trajectory and the equipment in the satellite. In general, two frequency bands are used, the uplink to the satellite and the downlink from the satellite. To keep the complexity in the satellite low, the downlink is used in the lower frequency band. Since the signal propagates in two dimensions, one channel can be operated with horizontal amplitude and one channel with vertical amplitude at one frequency. The wanted signal is generally frequency-modulated, but phase modulation is used for control signals. The carrier signal is suppressed.

For satellites in a geostationary orbit, telecommunication is often carried out via an earth - satellite - earth fixed link. Other techniques, such as tracking data relay or packet radio, are used for satellites in a low orbit. Since they are close to the ground station at times, they can transmit large amounts of data from low-power transmitters, which then pass the data on to a satellite in a higher orbit. This then provides the downlink to the earth. In the packet radio method, small amounts of data are transmitted from the sender to the satellite. This stores the data on its flight around the earth until the receiver comes into range. It then sends the data to the receiver.

5   TCP/IP as the basis of Internet

The TCP/IP protocol family

The protocols in the TCP/IP protocol family are able to control communication between
 different physical networks. They are thus suitable as a transport medium for applications which have to transport data over a number of physical networks.

The TCP/IP protocol family in the ISO reference model (roughly) is as follows:


ISO model
Layers
Protocol

7
Application layer
User level


6
Presentation layer



5
Communication control layer



4
Transport layer
Internet level
TCP
UDP

3
Switching layer

IP
ICMP

2
Security layer
Network level


1
Bit transmission layer



The TCP/IP protocols carry out the tasks of  the transport layer and the switching layer. The transport layer controls the data transport from the sender to the receiver. The TCP protocol thus ensure completeness, the correct sequence and that the received data are free of errors. For transport via the switching layer, the data to be transported are split into individual data packets (datagrams). These are defined in the IP protocol.

In the switching layer, the route is defined which the data packets must take in order to reach the destination. The choice of route is carried out by routers, using the IP destination address for the datagram. The routers use a table to decide which station the datagrams must be sent to next in order to reach the destination.

The protocol specification for the TCP/IP protocol family is open. The protocols are independent of the computer or network hardware used, the operating system used and the protocol used in the physical network.

The protocols for the switching layer

The most important protocol in the switching layer is the Internet Protocol IP which allows data to be transported in datagrams. A datagram consists of a header with control and address information. This information is required to allow the datagram to find its route to the recipient. The wanted data, which are further-processed by the protocols in the transport layer, are contained in the body of the datagram.

An IP datagram has the following structure:

Bit
0
4
8
12
16
20
24
28
31

Word
1
Version
IHL
Service type
Total length



2
Identification
Flags
Fragment Offset



3
Time to Live
Protocol number
Header - Checksum



4
Source address



5
Destination address



6
Options
Filling bits



Wanted data


· The Version indicates the version of the IP protocol. IP protocol Version 4 is used at the moment. An upgrade to Version 6 is being prepared at the moment owing to the increasing shortage of address space.

· The Internet Header Length defines the length of the header data.

· The Service type indicates the relative importance of this datagram in terms of delay, throughput and reliability.

(
The total length defines the length of the datagram.

· The identification field contains an identification value which helps the recipient to assemble the datagram.

· Setting the flags indicates whether the datagram may be fragmented or whether this fragment is the last fragment.

(
The fragment offset indicates the position of the datagram fragment in the original datagram
.

· The time-to-live field indicates the remaining life of the datagram in seconds. However, it is now used as a hop count, i.e. its value is decremented by at least 1 for every station it passes through. The time-to-live field prevents a datagram running endlessly in a loop.

· The protocol number indicates the protocol used in the superordinate transport level. (TCP = 6, UDP = 17)

· The header checksum allows transmission errors in the header information to be detected. It is calculated from the remainder of ((( header data)/2^16).

· The source address indicates the computer from which the packet originates.

· The destination address defines the recipient of the packet. Its notation is equivalent to that of the source address.

(
The options allow other parameters to be defined. For example, security classifications and specific handling instructions can be defined in a security field. The Source Routing is used to define definitively the path to the destination, i.e. the IP packet rather than the router decides which route is used to the destination
. Other options include the measure​ment of the distance travelled and the time taken.

· Filling bits are used to extend the length of the header information to a full word length.

· The wanted data comprise the protocol data to be transported from the transportation level.

An Internet address consists of 4 octets
. It is written using decimal-point notation. An Internet address is, for example, 194.64.160.72. An IP address has both an identification and a routing function. To allow a computer to be identified uniquely, it must have an address that is unique in the world. The network address, which is contained in the computer address, is used as a signpost. The complete address area is split into the following regions:


Network address
Computer address
Network mask
Quantity
Region

A
1 octet
3 octets
255.000.000.000
127
001. - 127.

B
2 octets
2 octets
255.255.000.000
~ 16,000
129. - 191.

C
3 octets
1 octet
255.255.255.000
~ 2 mio.
192. - 223.

D
4 octets
Multicasting

268 mio.
224. - 239.

E
Reserved
Reserved


240. - 255.

The network mask indicates the part of the IP address that belongs to the network and the part that belongs to the computer. The address distribution within the network is as follows:

194.61.160.0
Network address


194.61.160.1 - 194.64.160.254
254 possible computers and router addresses
Address area for the various computers in this network

194.61.160.255
Broadcast address
For messages to all computers in the network

The bottom address in a network is always the network address.

The Internet Control Message Protocol ICMP is a special control protocol by means of which errors are reported and both the routing and timing in a network can be investigated.

Error message
Result message

Receiver cannot be accessed (network, host, protocol, fragmentation)
Echo from destination

Suppress source data stream, receiver is fully loaded
Time stamp, out and back

Different routing for (network, host, network & service, host & service)
Question/answer information

Time limit exceeded (for transport, for assembly of the fragments)
Question/answer address mask

The protocols in the transport layer

The Transmission Control Protocol TCP is a connection-oriented protocol for end-to-end communication. The TCP protocol allows a transport link to be set up between two computers.

Links are set up by means of a 3-way handshake. First of all, the sender sends his Initialization Sequence Number ISN. The receiver acknowledges this ACK and, for its part, sends its synchronization number SYN. The acknowledged two-way data interchange starts from this point.

When the line is set up, the receiver also passes a reception window to the sender. This corresponds to the size of the available memory that the receiver has at the moment. This controls the data flow. The sender transmits only as much data as the receiver can receive. It then waits for new reception acknowledgements, with new reception windows.

The receiver uses the check sum to monitor the received data packets, sends acknowledgements or requests the data segment once again. When all the data have been transmitted, or if the connection has failed, then the sender transmits the FIN signal. The connection is also cleared after a specific rest time.

The structure of the TCP protocol is as follows:

Bit
0
4
8
12
16
20
24
28
31

Word
1
Source port
Destination port



2
Sequence number



3
Acknowledgement number



4
Data

Offset
Reserved
Control bits
Reception window



5
Check sum
Urgency pointer



6
Options
Filling bits



3
Wanted data


· The source port indicates the port of the requesting computer. The port number is a free source port so that it is possible to distinguish between a number of links to the same destination computer.

· The destination port indicates the service requested of the destination computer. A port number < 1024 normally indicates a standard service.

· The sequence number provides a sequence number for a data segment. The sequence number starts with the ISN initialized sequence number, and is incremented by one for each segment sent.

· The acknowledgement number  is the sequence number of the data segment whose correct reception the sender would like to have acknowledged next by the receiver.

This function is active only when the ACK control bit is set.

· The data offset indicates where the TCP header information stops and the wanted information starts.

· The control bits contain control bits

URG
Urgency is significant
RST
Reset the link

ACK
Reception acknowledgement is significant.
SYN
Synchronization bit. This is sent only in the first TCP packet.

PSH
Push function
FIN
The end bit. This is sent only in the last TCP packet.

· The reception window indicates the size of the available reception buffer that the receiver has after the last acknowledged sequence.

· The check sum is the complement of the sum of all the data.

Before transmission, a pseudo-header is produced, which passes the source and the destination address to the IP protocol.

Bit
0
4
8
12
16
20
24
28
31

Word
1
Source address



2
Destination address



3
zero
Protocol
UDP length


· The urgency pointer points to the sequence after the important data when the URG flag has been activated.

· The options in the TCP protocol.

0
End of the options

1
No operation

2
Maximum segment size (32 bits)

· The wanted data include the complete data record of the service.

The User Datagram Protocol UDP is a simple protocol without connections or security precautions. It is suitable mainly for use in local area networks since it does not necessitate any particular administration effort. In the Internet, it is used for only one service (although this is essential), the Domain Name System DNS.

The structure of a UDP datagram is as follows:

Bit
0
4
8
12
16
20
24
28
31

Word
1
Source port
Destination port



2
Title length
Check sum



3
Wanted data


· The source port indicates the port of the requesting computer. The port number is a free source port so that it is possible to distinguish between a number of links to the same destination computer.

· The destination port indicates the service requested of the destination computer. A port number < 1024 normally indicates a standard service.

· The total length is the length of the datagram with the header.

· The check sum is the complement of the sum of all the data.

Before transmission, a pseudo-header is produced, which passes the source and destination addresses to the IP protocol.

Bit
0
4
8
12
16
20
24
28
31

Word
1
Source address



2
Destination address



3
zero
Protocol
UDP length


The standardization of the Internet protocols
The technical principles of the Internet are described in the RFCs
 and are numbered on the basis of their appearance. The description is in easily understood English, without any special form. An RFC must be based on a functioning implementation of a program. Its structure and method of operation are described briefly there, for general understanding. Standardization results from general use. The RFCs are available at no cost on the Internet.

RFC
Year
Content
Pages

RFC-791
9/1981
IP
Internet protocol specification v04
45

RFC-792
9/1981
ICMP
Internet Control Message Protocol specification
21

RFC-793
9/1981
TCP
Transmission Control Protocol specification
85

RFC-768
8/1980
UDP
User Datagram Protocol specification
3

6   Protection of message contents

Encryption/scrambling
There are various encryption systems that allow the contents of any communications link to be protected against unauthorized dissemination. Key pairs are generated and interchanged between the communication partners. With regard to the production and control of these encryption systems, a distinction is drawn between symmetrical and asymmetric methods.

Symmetrical methods are based on both partners knowing a common, secret key which is used both for encryption and decryption. A key is thus not allocated to a specific subscriber, but to a specific communication. In order to allow a communication to be started in secure conditions, both partners must agree a common key in advance. In open networks, it must be possible to do this via the network itself, since one cannot assume that the partners have already made direct contact before this.

The best known symmetrical encryption method is DES (data encryption standard), which has been defined by the NBS (the American Standardization Authority for the public domain).

In asymmetric methods, instead of using a single key for encryption and decryption, this function is split between two associated keys “c” and “d”. The “d” key is intended to be used only for decryption (descrambling) and must, of course, be kept secret. For this reason, it is also called the “private key”. In contrast, the “c” key is intended to be used only for encryption (scrambling), but not to allow decryption, for which reason it is called the “public key” and may be made known. However, as a precondition, it is necessary to ensure that it is impossible to derive an unknown “private key” from an associated “public key”.

An asymmetric method makes it possible to allocate a key, or more precisely a key pair (c, d), to a user and not only to one communication, and the user can generate this key himself. If anyone wishes to make a secure communication to this user, then all he needs is the public “c” scrambling key. This can be done by an open request to the desired user or by using a central register (Trust Centre) that is protected against manipulation.

The best-known asymmetric method was published by Rivest, Shamir and Adleman in 1978, and is called the RSA method.

7
Use of the data model for dialled and permanent connection in the digital landline network
In the following text, the telecommunications data model is applied to specific facilities in the digital landline network. In this case, a distinction is drawn between dialled connections (e.g. ANIS, ISDN) and hard-wired connections. However, it is irrelevant whether such types of connection are used for telephony or other forms of data interchange.

Inventory data
Personal
The stored data always include the name, first name and address as well as details about the performance features covered by the contract.

The inventory data are stored on a personal basis. The accounting method normally used nowadays has a constraining effect here, in particular. If it is intended to retain this method, in principle, then the best that can be achieved is a low level of use of pseudonyms. A trust centre for dispatching invoices and processing payments would be required for this purpose.

Traffic data
Dialled connections:

+ with anonymity/personal

Permanent connections:
personal
For network monitoring purposes, data are stored about the utilization level of resources and about the quality of data transmission. This allows the network operator to identify which transmission paths or facilities are overloaded or defective.

In the case of permanent connections, such records can in principle always be associated with one customer, since the corresponding resources (e.g. transmission lines) are allocated exclusively for a specific time period.

Payment data

Personal

The bill is always produced for one person. The personal reference ceases to exist only in exceptional cases when the customer is a company and the amounts involved cannot be associated with an individual who can be identified (e.g. a representative of a private limited company).

Call data
Dialled connections:

personal

Permanent connections:
avoided

For dialled connections, the call data are acquired on the basis of the line number, and are joined to the inventory data at the latest during invoicing.

For permanent connections, call data are not processed; they are also unnecessary, because of the pro rata tariff basis and the permanent resource allocation.

Call preparation data

Dialled connections:

personal

Permanent connections:
avoided

For dialled connections, only data relating to unsuccessful call attempts occur for most customers. If the corresponding service features are activated, then data about call diversions etc. are also stored, however. Call preparation data are also processed by a call answering service. This is important if the function is provided by network assemblies.

For permanent connections, no call preparation data exist.

Dialled connections


Data avoidance
User-controlled use of pseudonyms
Anonymisation
Other use of pseudonyms
Confidentiality protection

Static context: Inventory data




X

Traffic data


+

X

Payment data




X

Call data




X

Call preparation data




X

Permanent connections


Data avoidance
User-controlled use of pseudonyms
Anonymisation
Other use of pseudonyms
Confidentiality protection

Static context: Inventory data




X

Traffic data




X

Payment data




X

Call data
X





Call preparation data
X





� Lat. Inter


�	If a datagram is longer than the maximum possible packet length on the transportation route, then the datagram is split into fragments, which must be reassembled at the destination.


�	As a 64-bit offset.


�	This option can lead to security risks when internal addresses are used.


�	An octet has 8 bits. The value range is from 000 to 255.


� Request for Comments.
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